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Chapter I

Chapter 1

Introduction

1.1 -
This document constitutes the final report of a study that examines issues associated with
automated security auditing in a trusted database management system (TDBMS). The study
was performed under the Rome Air Development Center conract F30602-87-D-0093. The term
"trusted" is used here to refer to computer hardware and software that is relied upon to
automatically enforce a specified security policy. Policies of interest to the study have
generally concerned preservation of confidentiality (secrecy) or prevention of unauthorized
modifications.

1.2 Background

The degree of mist placed in a computer system depends on its features, design, development
methods, and operation. The U.S. Departnent of Defense Trusted Computer System Evaluation
Citeria (TCSE [TCSEC85] reprsents the principal definition of trust for operating systems
that support a confidentiality policy. Although the TCSEC includes the definition of audit
requirements, these ae oriented towards the funions of an operating system rather than those
of a database management system. Because of critical differences between these two types of
systems, in particular, differences between the objects and object interrelationships they protect,
the TCSEC sheds little light on auditing requirements or implementation strategies for a
TDBMS. This issue is discussed in a later chapter. Unfortunately, drafts of the more recent
Trusted DBMS Interpretation [TDi l[TD1891 of the TCSEC have provided little additional
guidance on auditing.

'arly feerc into the development of TDBMSs dates back to the 1970s [H-S75](GROH76].
In spite of that fact, however, the eam has found little in the technical literature to indicate that
signifcu attention ha been given to deIng the rule of admg in such systems. On the
other hand, MOMS ology is still emlativy immature, and the strength proposed 7DBMS
protection medranins a unproven. In particular, mechanisms for enforcing content- or
context-dependent view-baed access controls and for thwarting inference and aggregation
attacks ae generally considered inadequate for high usurance systems. Consequently, thee
is a heighmmed need for powerful afdt cqirure and analysis capabilities to supplement TDBMS
aces conol mecanimsm.

1.3 Objectivs

The objectives of the study wen to formulate a set of generic auditing requirements and to
evalua, them via espeni en ion and prototyping. The formulation of generic requirements
was to have been based on a state-of-the-art survey involving interviews with TDBMS
researchers and developers and security officers and auditors.



Chapter I

As the study proceeded, it soon became apparent that these objectives would not be fruitful to
pursue to completion. Frst, the objectives of auditing and the data of greatest value for
auditing appear highly dependent on the TDBMS application, security policy, and environmental
threats. Second. in most TDBMS architectures, some stages of query processing (namely,
compilation and optimization) are performed by untusted components. This dependence on
untrusted components potentially restricts the auditing capabilities of the TDBMS msted
computing base (TCB), in that the TCB cannot audit events in which it is not a direct
participan or wimess. (Note also that audit data produced by untsusted components cannot be
considered trustworthy.) Consequently, because a single set of generic TDBMS auditing
requirements is unlikely to accommodate the security characteristics of differing policies,
applications, and TDBMS architectres. It is also unlikely to prove usefuL Similily, the
results of prototype evaluation of a set of auditing features ate likely to be highly specific to
the architecture, application, and policy of the testbed. and not of general applicability.

As a result of these findings, the study was redirected to broaden the state-of-the-art survey and
emphasize analysis of issues encountered. This report represents the results of the redirectedstuy.

14 lntroduction to Principal Findings

The details of our principal results are discussed in the body of this report. These findings
build logically upon each other, and can be summarized roughly as follows:

As stated above, the objectives of auditing and the data of greates value for
aditing appear hihly dependent on the TDBMS application, security policy,
and environental threats. However, the ability to capture data for auditing
may be resuicted by the TDBMS architecture. Stated more succinctly, policy
and application determine what should be audited; archidtectre determines what
car be audied.

We have found little evidence that audit information collected by currently
available operating systems is actually useful to auditors interested in the
actions of database users. Some TDBMS products have been found to provide
more useful audit dam than their host operating systems. We have also found
that appently much mraction data is collected, but little is analyzed. In
general. sutomated tools to am.u the analyms have been lackng Promising
imnprvemmia in audit cablte have been designed into emerging systems
[ROUG87, (KNODS8]1 [ORACS9], but validation of their usefulness wi
extended u in the Gld.

To permit meamugul audit analyss, it may be necessary to be able to collect
and cor ela audit data ftm a numr of diffitent sags in the p 9g
of a query. Ti is particulary applicable if access medamon s performed by
muliple medatims at difenat levels of absction. Much of what is
collectd however, may be superfluous or misleading.

Jnatimon detection technology [DEN8.a], [LUNT88], (SEB88], which has
demum d some success to date in the analysis of operating system audit
tails, may be exensibe to aysis of TDBMS audit trails, and may be a
fruitful topic for future research.

An unanticipated result. somewhat beyond the initial scope of the study, was
revealed when the tmr asked about the verisimilitude of event reconrding in

6



Chapter- I

an audit trail. If the audit subsystem records that a specific event occurred,
how can it be determined that the event actually took place? The team has
concluded that the credibility of the audit trail is intimately tied to the strength
of assurance that a TDBMS enforces its security policy with sound
mechanisms. A lack of audit credibility appeals, in some cases, to be a
symptom of more fundamental weaknesses in assurances. Thus, the posing of
questions about the credibility of audit data may be a valuable technique for
analyzing the security of a system.

1.5 Organization

The organization of this report is as follows.

Chapter 2 describes the state-of-the-art survey and lists sources of information analyzed
during the survey.

Chapter 3 presents a historical perspective on the ongin of xit and how it relates to
the objectives and findings of this study.

Chapter 4 discusses the National Computer Security Center (NCSC) guidance on
auditing which is currently available to TDBMS designers and developers.

Chapter 5 details possible audit objectives and thei implications on the design of a-
TDBMS audit subsystem.

Chapter 6 intrduces observations drawn from the state-of-the-art survey.

Chapter 7 proposes that an examination of the credibility of the audit wail may be a
valuable technique for analyzing security of a TDBMS architecture. An example of applying
this technique is given.

Finally, Chapter 8 gives the team's conclusions and makes recommendations for future
relevant research.

7
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ChaDter 2

State-of-the-Art Survey

This study was based on extensive interviews with TDBMS researchers, developers, security
officers, and auditors. Additionai information was gathered via a questionnaire initially
distributed to the attendees of an RADC workshop on database security held in May 1989, as
well as a "Security Officer Survey". The two questionnaires, which were refined and extended
throughout the study, also provided the framework for many of the interviews. The final
version of these questionnaires, can be found in Appendix A of this report. These interviews,
questionnaine and discussions have provided valuable insight into the need for automated tools
for audit trail analysis, as well as the open requirement for the collection of more informative
and more useful audit data. The team has also examined system documentation from a number
of existing DBMS products and past research efforts in order to understand what might be
required of an audit subsystem and to identify the current stare-of-the-art.

The results of the state-of-the-art survey can be found in Appendix B of this report Listed
below a&w the organizations which have participated in the survey.

The name of each participating organization is followed by one or more letter codes indicating
the type of information collected or the method of collection. These codes can be interpreted
as follows:

The l-tter I indicates the an interview was conducted.

The letter Q indicates that a questionnaire was completed. In some cases "IS
completed the questionnaire based on an iterview. In others the participatingorganization completed the quesonnaire.

The letter S indicates that a condensed summary of the system was prepared by TIS
to provide additional comext for itrpreting the questionnaire responses. These
smmaes were generaly baed on published papers or system documentation provided
by the named orgamzatoo

The letter M indicates that the appendix contains meeting notes.

Atlaotic Researc Coromon: L Q, S
Bank of California: LQ
Britaton-Le: L Q
Digial Equipment corporation: L M
Georre Mon Uuiversty: I. Q
Harris Corporation: Q
IBM: L Q, S
MITRE Bedford: I. M
NCSC: I. Q
ORACLE. L Q, S

8
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RTI: 1, S
Secure Computing Technology Center. Q, S
SRI :I
SybasefTRW: 1. Q, S
Tandem: 1. Q
Terada. Q
TRW: Q
UNISYS; I. Q, S
Xerox: 1. M

9
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Chapter 3

Historical Perspective

About the R61e of Audit in Trusted DBMS

Prior to looking at the r6le of audit in trusted systems (particularly TDBMS), it may be useful
to appreciate its historical use in contexts other than those of computer security.

The need for auditing dates from ancient times. The word 'audit' is derived from the Latin
auditui (hearing) am is ',eflned by the Oxford English Dictionary as an "official examination
of accounts with verification by reference to witnesses and vouchers. To make an official
systematic examination of (accounts) so as to ascertain their accuracy." From the earliest
citations until the prrent epoch there is a close relationship between the concepts of audit,
accountabi,'ty, accounting, and accuracy.

The original purposes of audit focused on a quest for establishing the verity of account books
and ledgers. A primary interest of the auditor was to ascertain whether the reckoning of
accounts represented on paper accurately depicted what could be tied to reality and, if not, why
not. This particular function is ctrrently manifested in retail inventory control practice. Because
of concerns over shoddy accounting. pilferage, theft and fraud', a business may close and
attempt to compare the inventory represented by the books with the actual number of items on
the shelves. When these numbers differ, an inqest may be initiated to review a history of
events that have occurred since the last inventory audit: invoices, sales receipts, and other
transaction vouchers may be reviewed in order to determine a justification for the identified
disparities.

In the operating system context, the original intention of audit appears to have begun with an
investigation into the accuracy and legitimacy of billing customers for the use of computing
resources The system of "witnesses and vouchers" checked by Eleconic Data Processing
(EDP) auditors consisted lgely of a sysum-generated "accounting log" whose entries associated
a specific user account with an identified use of some billable resoune (e.g., machine store,
magnetic tape, CPU time, prinmer, card punch, etc) on a specific date and time for some tone
pend

Note that the accounting log was different fnyn the bill. which was prepared according to the
applicamon of a billing formula to the data in the accounting log.

This is a particular example of concern about abuses of authority by authorized officials.

It was extremely expensive to use computers thirty years ago, and customers were highly
motivated to express concern over apparently excessive costs.

I This is a simila distinction to that of transaction logs and audit trails, which is discussed

in a later section.
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The accuracy of bills clearly related to the accuracy of the accounting log. If some billable
events were not recorded, the computer center would lose revenue. If some events were entered
into the accounting log that either did not occur or were caused by another user's actions, some
customer would be overbilled. If some customer were capable of altering the accounting log
entries, some form of fraud would occur.

The TCSEC audit requirements are derived fairly directly from the above discussion. A set of
accountable events is defined, and each such event must be associated with an accountable user
and accurately recorded into a protected security audit log along with the appropriate "witnesses
and vouchers" to the event's context (user-ED, date, time, place, event-type, etc.).

It has been observed' that while an audit log is most needed when a system lacks strong
protection mechanusmt (for the audit data may serve the purpose of helping to identify,
prosecute, and convict those who have violated system access control policies or other laws),
the s~btem may also lack the mechanisms to record or detect all accountable actions or to
protec, its audit data from observation,' modification or erasure by the interlopers. Conversely,
were a system to be fully instrumented and protected by all the required mechanisms, it is
unclear why there remaim a need for such an audit log. While this question could be of
interest in some future universe, it is relevant to observe that the current state of the
programming an falls short of perfection, and an audit mechanism may show abuses of system
flaws, as shown by the gedankenexperiments discussed in Chapter 7. The intelligent use of
an audit mechanist can also serve as a means to identify the would-be hands of malfeasants
as well (Le., it can help to "keep honest people hemest").

Wer- a trusted system to record every accountable event, an audit log would grow at a
tremendous rate, and the recording overhead would consume a tremendous percentage of the
compurin! resource significantly degrading system performance.'

W.,at would be the value of an audit log as a fully-competent witness for detecting fraud and
,ouse if it only recorded every detectable attempt to violate the system access control policy?
On being asked, several observers pointed out that, particularly with respect to discretionary
access control policies, violations of the policy can occur but appr to be a sequence of only
authorizeu actions by authorized individuals.'

This final observation brings us ful-circle to the historical reason for an audit trail. The ability
to examine the verity of the accounts, including witnesses and vouchers relating to the potential

Roger SchelL private commrication, October, 1983.

A security audit log would offer a collection of al of the security-relevant events that
occurred on the system, including presumably the user-IDs and passwords of authorized users.

' Recently, several vendors have observed that devices reserved for recording audit data
may become completely filled during system exection. The vendors have been required to take
meuure to ensre that when the device becomes full the trusted system must prevent older
audit c ia from being overwtten by subsequent events as well as to ensure that no new
security-relevant event goes umecorded. In practice. this means that the system must either
automatically switch over to a new recording device prior to ,esource exhaustion or that the
system must stop operating at the time the audit device becomes full.

Successful computer isus attacks often work because they exploit the authorizations of
the user on behalf of whom they execute.

11
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abuses of authority by authorized individuals. It is noteworthy that the TCSEC names specific
individuals (or r6les) whose actions must be monitored.

As an introduction to the major findings thus far in the study, consider the following questions
about why, how and whether an audit mechanism could be effectively used in association with
trsted database management.

Audit data volume: The number of accesses to portions of a database may
be much larger than the number of accesses to the protected objects of tmusted
operating systems. It is to be expected that a TDBMS audit log will grow
much faster than traditional security audit logs. What effects will large audit
logs have on the performance and operation of a TDBMS? What ind of tools
will be needed to examine massive audit logs in order to-identify abuses of
authority or attempts at violation of access control policies?

Application sensitiity: In misted operating systems, that which must be
recorded (or recordable) is defined as a function of the access control policy
rather than by the nature of the system's application. Many in the database
community assert that in some applications it is primarily important to protect
against the unauthorized disclosue of data ('confidentiality' control) whilst in
other applications, the primary consideration is over the unauthorized
modification of data ('integrity' control). Is it reasonable to expect that a
tusted DBMS audit function should be tailorable to the application rather than'
just the access control policy?

Audit lop and transaction lop: Most commercial DBMS record, in a
transaction log, events that modify a database. This is because the value of
a database directly relates to the quality and consistency (database integrity)
of its data. The transaction log is generally useful for restoring the state of
[portions of] a corrupted database. Transaction lop are also often useful for
identifying the accoumtable sourue of modifications to databases. In view of
the size (and cost) of transaction lop, is it necessary for an audit log to record
events that are recorded in a transaction log? What portion, if any, of the
security audit function can be accommodated by the transaction/recovery log
facility?

Veisimilitude and Assurance: What is the relationship between the recordable
events on a trusted database management system and what actually occurs on
the system? If the text of a particular query is tecorded prior to its execution.
is there ason to conclude that specific query was evaluated and executed?
If data is returned to a ser who posed a particular query, is it possible to
determine that the data rearmed or modified is consistent with the query's
semantics?

12
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Chapter 4

Guidance or. Auditing

This chapter summiarize the auditing guidance provided at the urme of this writing in
publications horn the Natial Comutwr Security Center. and explain why additional guidance
is needed.

4.1 Guidance from the TCSEC Audit Guide

The Guide to Understanding Audit in Trusted Systems (AUDIT7], provides a detailed
explanation of the audit requirements thae appear in the TCSEC. According to the guide,
depending on the targeted evaluation clam of a system. some or all of the following events
should be auditable:

* Use of identification and authentication mechanisms.
* Introduction of objects into, and deletion of objects from, a user's address-

space-
* Actions taken by privileged users (e.g., operators and administrators).
* Production of printed output.
* Actions taken to disable or override human readable output labels.
* Actions taken to change sensitivity ranges or levels of 1/0 devices and

comimunication channels.
* Events that may exercise covert channel channels.
* Events that may indicate an emient violation of the system's security policy.
* ALl (other) "security relevant" events.

The Guide states that the following kinds of information should be recorded in the audit triml

* Event dawn tim, type aid success or falune.
* User IID, terminal I3D, and session level.
* Names of accesd objects, uad-ths inoagsed security levels.
* Description of modifications made to the system security database.

4,2 nh Diffkalty of Applying TCSEC Audit Requirements

These requixements were initially intended to address auditing in those trusted operating systems
contexts where the primary access conrol policy concern is preserving data confidentiality. If
one attmpts to extapolaw te thesei requirements into dhe realm of tristed database
managms systems, a aumber of critical diffenes between these two kinds of systems

* Complex Access Control: The objects protected by an operating system (e.g.,
devices and Wals) tend to be disjont, whereas the objects protected by a
TDIMS ohmn have logical or physical dehiticas; that overlap (e.g. views) or
encompss other objects (e.g., the relationship among astributes tuples. tables.

13



Chapter 4

databases). As a result, there may be many possible access paths to each
element of data, and each path may involve different access mediation
decisions. Furdrmore, access mediation is likely to be implemented as a
multistage process by a relatively complex mechanism. It may be unclear at
what stages in the mediation process audit data should be captured or recorded.
To further cloud the issue, the responsibility for mediation may be shared
with an underlaying trusted operating system or partially undermined by
untrusted DBMS components.

Additional VulnerabUites: Because of interrelationships between protected
objects, tinted DBMSs as compared with trusted operating systems may be
subject to additional macks via methods of inference and aggregation. It is
currently a research question as to whether and which forms of such attacks
can be detected through an analysis of audit data.

Greater Granularity and Volume: Many of the objects protected by the
TDBMS awe minuscule in comparison with the files typically protected by an
operating system. For exampie, depending on the TDBMS security policy, the
protected objects may be individual rows, columns, elements, or they may be
logical relationships among these. Consequently, to give a level of visibility
into access mediation decisions comparable to that of an operating system,
TDBMS auditing may generate enormous volumes of audit data.

Conrol Objectives: For many TDBMS applications, unauthorized
modifications to data pose a much greater risk to the organization than
unauthorized disclosure, providing fundamentally different audit priorities than
those of the TCSEC.

Abmse of Authority: For a peat number of TDBMS applications, abuse of
authority by authred people poses a greater rsk than do the actions of
unauthorized people.

In spite of the importance of these issues and the growing number of TDBMSs under
development, the authors and other researchers contacted in the survey have found little in the
technical literasu to guide the dualg and implementation of audit requireen practices,
polihis, and analysis tools for trused DBMS applications. Even recent drafts of the Trusted
DBMS Interpieation (TMI) [TD19] of the TCSEC have pvided little insght for desipers of
such s ms as described i te nw section.

4.3 GuJidance hvm th Tru@sd Database Ialeatiod

'le lam draft of the TDI dated 25 October 1989 rDI89], gives the following clarifications
of die TCSEC

The audit mqumments of the TCSEC ar applicable to datbabe mauraement

The databme management system must be capable of maintaining an audit trail
of acess and atempted access to the objects protected throgh the
discetion y security policy. Auditable events, in the case of a database
inan t symm, m, die individual operations initiated by untrusted subjects
(e.g., update, reievas, inserts), not just the invocation of the databse
manaement stem. Individual opertions perforned by trusted software, if
totally manspum to the uer, need not be audited.

14
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Separate security audit logs may be maintained by ft operating system and
the database management system. Likewise, separate identificatons for the
same user may be maintained by the operating system and the database
management system. In such cases, there must be some automated tool for
uniquely assocuang each audited action to the responsible individual. The
correlation of separate audit lop may be done eihr at the time they are
generated or at some later time.

The emphasis of the audit criterion is to provide individual accountability for
actions by users. This goal is not the same as that for a backup and recovery
log. The security audit log, therefore, need not be integrated with the backup
and recovery log, although the TCB may provide mechanisms that are useful
for backup and recovery as well

The auditing mechanism shall have the capability of auditing all mediated
accesses. That is, each disaudonary access control decision and each
mandatory access control decision shall be maditable. At the deigner's
disretion, there may be a selectable capability to reduce the number of audit
records generated in response to queries that involve many access control
decisions.

This guidance, although better than the TCSEC alone, provides little additional help to the
TDBMS system developer or researcher.
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Chapter 5

Audit Objectives and Implications

In order to discuss the functionality needed in a trusted DBMS audit subsystem, it is first
necessary to examine audit objectives. There appear to be a number of different possible
objectives, each potentially implying different audit functionality. These differences, which
awise out of the characteristics of security policies, targeted levels of asstiance. and application
distateistics are summarized below.

5.1 Clear-Cut Objectives

Thoe following set of objectives are those which are flequently thought of in relation to the,-
TCSEC audit requirements and traditional business practices.

* Detecting Unauthorized Read Access: To detect possible compromises in
mantenance of confidentiality and illicit user probing of a system's access

controls, the TCSEC requires that the names of accessed objects be audited.
but not the values read from (or writtent to) such objects

* Detecting Unauthorized Modifiations: To detect unauthorized data
modification, especially involving abuse of authority, commercial computer
systems may be required to record the data values (e.g.. dollar amounts.
financial account numbers, etc.) used in all write transactions [CLARKS71.
Many database systems routinely record these values in a rollback/recovery
Iog which in principle, could be used for security audit However, no one
contacted in the survey had explored this possibility.

* Detct Exploitation of Cover Channels: To detect exploitation of covert
stomp channels, it may be necessary to audit hxien operations on objects
internal to die DBMS. These may range from operations on integrity
checksums in backend architectures to mome sophisticated manipulations of
DM6 integrity mnechanisms. For example, in some DBhM architecttures, it
may be possible to manipulate the resource locks used to implement mutual
excluson for covert signalling'. It is an inherent property of resource locks
that dosk ue may introduce covert channels into a system, particularly in a
(dixtribused] database that -m two-phs commit protocols or other more
complex syuchranzaon and recovery protocols. This is amu because access
delays can be detectedI and ther is -a large number of locking events that can

The so-called "event count" (WHrr74], (H-S751. CREED79] can be used without
interference to coordinate the actions of high level readers with the actions -of other
zeaderuj'wsiteuu acting at lower security levels. However, this mechanism requires cooperation,
can lead to busy-widr, and is potentially very costly. Further, this mechanism does no appear
to be practical excep when coupled with the us of plimtain
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be manipulated. Thiis suggests that an audit subsystem may need to record and
correlate events fom a much lower level of system abstraction than those
directly by a user.

S.2 More Interesting Objectves

This subsection gives a brief description of the audit objectives which the authors have found
to be of the greatest interest. The objective concerning detecting malfunctions is the topic
discussed in detail in section 4.

Detecting Inference and Agregation Attacks: To detect inference and
aggregation astacks (DEN82)[DEN83], it may be necessary to perform pattern
recognition on a history of queries submitted by multiple users over multiple
sessions (H[NSS](M0RG881. To detect such attacks, an audit subsystem
capable of addressing this objective might need to have access to the raw text
of user queries, compiled parse trees/execution plans, mediation decisions, and
even retieved data. The tools required for such analysis would likely include
an expert system and deductive inference engine capable of supporting complex
pattern marching searches and analysis of the audit trail.

identifying Erroneous Read Access: Some system must provide the ability
to identify all subjects that have read specific data values and all objects whose
subsequent values were affected as a resuli Came of concern aris when the -
values wre either erroneous or when read access authorization was erroneously
accorded. The motivation is recovery from inadvertent error rather than
detection of illicit user actions.

For example, consider the following situation: a false positive AIDS test result
for a particular person is stored in a medical or health insurance database. It
is later determined that the test results were wrong, and the entry in the
person's database record is corrected. However, a number of users or
program may have already observed the fase positive test result before it was
corrected. Because of the sensitivity of the erroneous information, all users
who have seen it, and no others', must now be notified that it has been
correcied. Furthermore, it may be necessary for transactions whome results
were affected by the erroneous information to be re-run.

An implied audit objective is that die audit subsystem should support the
identification of the uem to be notified, and the transactions to be re-mn.
Thiis same objective may arise for a credit ratings database or for a clssfied
symtm containing information that may occasionally be ctasfied incorrectly.
In die latter cam it may be necessary to warn system users who have accessed
the misclassified data to handle existing printouts and dervative infoanatmo
accordingly. Moreove, if the proper danification of the information exceeds
the clearance of any user who has accessed it. personnel security measures may
be required, Mwi potential audit objectve has turned out to be a very difflicult
problem for the vendors contacted during the study.

* Detct MalIwwdons; and Corruption of Data by Untrusted Componerts:
Another audit objective is to support the identification and diagnosis of system

The very act of pointing out the error to uninvolved parties must be avoided because the
fac- dist a person was tested for Aidi; my harbor suong negative connotattons.
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failures, especially of untrusted components. For example, in a system that
uses cryptographic integrity locks (checksums), a mismatch between the lock
value computed when data is stored and the value recomputed on retrieval
indicates that cormption of a sealed entity has occured. While this could be
a symptom of a TCB failure, it is more likely that a malfunction of the
untrusted portion of the databa management system has occurred. Since the
integrity lock is used to assum the integrity of the (label, data) pair, the event
is dearly security mlevant. In this situation, the TCB can be viewed as
monitoring the behavior of an untrusted component for security-relevant
"misbehavior"'.

A somewhat more interesting example occus in architectures in which the
database storage mechanism is tnmed, but the query language compiler is
untrusted (or unknown). For some DBMS architecturm it has been claimed
that a flaw in the compiler could not threaten the confidentiality controls of
the system. Yet if auditing of user actions is performed prior to compilation
of the query, a malicious or eroneous compiler could render that portion of
the adit trail meaningless imply by generating a query plan unrelated to the
user's real query. From this perspective, the behavior of the compiler is
security relevant at least with respect to its ability to cast doubt on the
meaning of portions of the audit trail.

It may, therefore, be useful as a defensive measure to have the ability to
"istrumnt" the DBMS to record, ftm time to time, the input and output
streams of the compiler. In principle, these streams could be spot-checked on
an occasional bads by either manual or automated methods (CROCK89] to
detect misbehavior.

S.3 Uilying the Objectiva : Auditing at Multiple Uvel of Abstiration

As indicaed by the above discussion, an audit subsysem may need to capture information at
differnt levels of data abstraction. In additin, mehamisms may be needed to correlate the
information from thes levels into a unified i-e-P u on of events. For example, in some
cases, the best clum about a user's intent may be obtained by capturing and examining the raw
text of queres. However, if the user's qteus are expressed in terms of views (especially
user-defined views) or stored procedue, the query text may be unnifnative. In that case,
it may be better to examine the result of translating each quey into refurences to the underlying
base relations. On the other hand, if the query procesiig that occurs after this point is
performed by my unuiatd compoenm suc as qouy optimma or back-end machines, then
ther is NO smanc that the maim sequemce in my way related to the amer's query.
Thia cum dub- on tie mdbility of the mad informaion capturd at this level of abstraction.
Auditing the mon prmitive actios that occur as a result of a query, such as captunn thl
unique keys of the ecorm mtieved from stoae may provide addiional evidence of "what
happened," bet md evidence would be diffian to understand in isolation and would likely
even be diffiam to interpm in the coesar of the higler-level asudit data. For example. a list
of al rcords relieved from the disk may be of little value if a "where dame" cmas most of
the r woIs be dicarded prior to a ret being mrned to the user. In that case, it may be
of sir value to captur a Lin of the rcord returned [HOSM89].

1e This may be yet another covert channeL This channel could be exploited by simply
modifyin peviously mleasd low tuples a a result of high data values, then rembmitting the
earier low query ad seing what data is no loerm mnmed [DBN85b].
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CHAPTER 6

Observations on Auditing Based on the State-of-
the-Art Survey

This chapter discusses a number of observations and issues that arose as a result of collecting

and analyzing the survey data that appears in Appendix B.

6.1 One Sim Doesn't Fit AD

DBMS vendors have recognized that auditing requirements vary a great deal from site to site
based on application and environmenL In order to meet these lequirements and have a product
that is portable to many application enviroments, these vendors have attempted to make their
audit mechanims as flexible as possible. It is typically the decision of the Database'
Administrator (DBA), System Security Officer (SSO). or some other defined r6le, to set up the
auditing to best meet the needs of the application. Tis flexibility has allowed the responsible
individuals to make the tradeoff between detail of collected audit data and performance or other
considerations. It has also allowed for the potential to reduce the volume of associated but
irrelevant audit data they have to analyze. It may seem like a trivial observation, but we feet
it necessary to state that due to perfomance considerations and the vast quantity of audit data
that would be generated in trying to meet the entire spectrm of application requirements, it
does not appear to be reasonable to conclude that any one general audit mechanism would be
suitable for all possible applications.

6.2 Controlling Audi

It is typically the case that the DBA, SSO, or System Administrator privileges are required to
conrol what is mcorded in the audit trail. Although some systems allow all auditable events
to be manipuatd by ies. pmieed srm, other systems nrque that all logon/off activity. and
all SSO or DBA activity be andited at all imes md not ever. the SSO can turn it o& Some
systems also pve the owner of an object the tight to enable or disable auditing on that object.

Viewing the udit trail is also typically nierved to the SSO or DBA: however, some DBMSs
allow te owner of an object to view the portion of the audit trail that is under the owner's
control In MLS DBMI, the audit trail is typically stoed at either database high or one audit
Mil per security level. In this case the user attempting to view the audit data would be
constrained by the mdatrmy policy - well a the discrtonary.

Many systems surveyed allowed the privileged se to pus along the right to manipulate what
is recorded or view the audit log to other usets. This allows for a division of labor to be set
up in handling lap databases or analyzing the audit trail. For example, several "trusted" users
may be designated as auditots for certain databases and be given the ability to mad the audit
da1
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6.2.1 Truncating Audit Data

DBMS audit trails can grow quite fast. Thciefore, some way must be provided for the SSO
or DBA to truncate the on-line portion of the audit trail prior to the exhaustion of free on-line
storage. The truncation of the audit trail is clearly an auditable event. If the audit trail storage
maintenance is carried out via the DBMS, then the time ordering of audit capture with respect
to event completion becomes an issue. If audit records are sometimes "cut" prior to the
compleuon of events they describe, then the tunmcation request may be recorded in the audit trail
and subsequently lost during mncation.

The systems examined during this study deal with audit trail maintenance in several ways. One
vendor has a special facility which allows for the deletion of any audit record except the record
of an audit trail truncation. Others don't allow a "uncation," the audit trail must be
"archived".

63 Failed Access Attempt

As mentioned above, the TCSEC requires that the TCB be able to audit the success or failure
of access attempts. For a DBMS, the definition of a failed access attempt may be difficult to
formulate precisely, and is likely to be application and system-specific. Consider the followingexamples

The Obvious Case: A user attempts to perform an operation on an object and'
is either not authorized with respect to DAC to access the object or is not
authorized to access it using the attempted operation. This would likely be an
auditable evem. This obvious case can become somewhat clouded if one
considers what happens when the object either does not exist, or exists at a
higha classification that exceeds the user's authorization. For the example.
a write access attempt may either be unsucssful (resulting in potential covert
channel) or it will be permitted at the cost of losing database integrity. It is
very much a application specific decision how this should be treated with
respect to audit.

The Low Obvious Case: A user attempts to retrieve tuples that satisfy a
"where clause" from a relation, and no qualifying tuples are retnaed. From
a security standpoint, the access attempt was successful; nevertheless, it may
be useful for the audit trail to record such events along with the associated
query, as the exismue of a large number of such queries with null responses
may help auditor deot illicit inrential "fishing expedition".

TW Obscure Cas: W usr atempas to maieve tuples from a relation in
which at least some of the muples are outside of the user's athoriatio, and
camnot be reta ed. Although this case resembles the previous case, an access
failure may be implied Coider the case in which a misted filter guards
access to an antrusad DBMS, and some portion of the query processing occurs
in the DBMS pioor to trusted access mediation. The concern is that some of
the data retrieved by DBMS may be rejected by the filter, but the filter may
be unable to determine why the rejeced data was retrieved and therefore may
not be able to determine whether an access failure has occured. It may be that
the user purposefully posed an unauthorized retrieval query. or posed a query
which inadvetntly refined to data he did not know existed. or it may be that
the DBMS erroneously returned data not requested.

For other systems (e.g., SeaView), one can view the access mediation decision
as having occurred at the time the data was seregated by classification and
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stored in separate files. The user's query is then applied only to the data to
which the user had been previously authorized. If one accepts this perspective,
then the access attempt can be audited as successful. It is interesting to note
that the former class of systems may be capable of recording the number of
tuples that were discarded because of mediation. However, this capability
comes at the cost of having poitons of the DBMS TCB violate the principle
of least privilege.

In some DBMSs, there is the possibility that every tuple will be scanned in
order to reply to a query. In most cases it would be wrong to indicate that
the user viewed the entire database, rather, only the retrieved qualifying tuples
may be the appropriate accounted entity. However, data that are rejected may
be of value to a prospective interloper attempting to conduct inference attacks
against the database. We consider this to be an important area for further
study.

6.4 Bypassing the Audit via Views

A system may offer users the ability to access overlapping objects via several different logically
independent acces paths. As a result, auditing all access to the same object requires that
auditing be enabled for all access paths. For example, many systems allow users to access data
via views without having to accord access to the underlying base tables. The problem is that
if auditing is enabled at the base table level, access via the view may not be captured by the-
DBMS audit mechanism.

One vendor surveyed has taken the following approach. If a view is created on a table and
auditing is enabled for die acces to the table, the view will automatically inherit the auditing
option settings of the base table. If more than one base table is involved, the auditing on the
view is the union of all auditing on the tables. If the table audit is later turned off, the view's
auditing remains on. unless explicitly disabled. This approach assumes that the table auditing
is turned on prior to the creation of the view. If on the other hand, the view and the table ame
created, and later auditing is turned on the table, then only direct accesses to the table are
audited. If auditing is turned on the view and not the table, then only accesses through the
view will be audited.

This approach seems to be in line with the level of flexibility that is desirable in a DBMS.
However, this added flexibility requires that the SSO or DBA be very careful when defining
views and settin up auditeng

6.5 The Effec at Delayed Binding of DAC Consrainft

On some systems, DAC perfiatous, restitions and view definitions ae bound to a user
session at seson mat or on firt access to a conatoiled object. On some of these systeus,
DAC authodetion is not rebound (recomputed) later in the session: on others, rebinding will
occur if explicitly ruqusued. As a result, a change in DAC constraints during a user session
may be delayed frm tmug effect util the user establishes a subsequent DBMS session: in
theory, this could be days later. On symems in which views an used as a form of DAC,
similar delays may occur in binding revised view definitions to user sessions.

Consider the followiag scenrio. A personnel clerk having access to the employee salary table
is suspected of revealing salay information to .nauthorized people in the company. Prior to
company-wide pay rm the clerk i transfred out of the personnel department. The clerk's
new position also requires computer access, so the clerk's computer account is retained.
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However to prevent the clerk from revealing new salaries, the clerk's DAC authorization is
revoked so that the salary table is inaccessible.

Anticipating the change in DAC. the clerk starts up a DBMS session in a background process
that operates under the old DAC constraints. This process continues to provide access to the
salary data long after the DAC change and the company-wide salary action. "Knowing" that
the DAC change will prevent the clerk from successful access to the salary table, an auditor
checks the audit log only for failed (unauthorized) access attempts occurring after the DAC
change. As a result, the auditor detects no improper activity even though the clerk has
continuing access to the slary table via the background process. Of course, if the auditor were
to search the log for successful access attempts, the clerk's illicit activities could be detected.
Although the audit log is correct it is easily misinterpreted because of the delay in binding the
DAC authorization change to the clerk's process.

6.6 Problems Posed By Transaction Management

A transaction is a sequence of database operations that must be processed as an atomic event.
At any insatt, the database must appear as if the entire sequence of operations either 1) has
not been aoted, or 2) has run to completion. This means that any changes made to the
database by a transaction that fi after being partially completed must be "backed out" by the
DBMS transaction management mechanism. We have found that transaction management
introduces subtle problems for audit that have not, in general, been fully examined by TDBMS
developers.

Transaction management provides the illusion that certain events that actually occurred did not.
Enforcing this illusion may be contrary to the objectives of an audit system, especially one
concerned with confidentiality. Prior to being aborted, a tranaction may attempt an arbitrary
number of mad and write accesses, providing a potential subterfuge for illicit "fishing
expeditions". It appears, therefe, thm for some applications, an accurate audit trail may need
to include the history of events that occurred in aborted transactions. On the other hand. a
transaction that fails be maybe -r one or mor times esulting in repetitive audit trail entries.
Consequently, auditing access attempts in aborted transactio may load the audit trail with
redundant or uninformative entries This suggests that ability to independently enable or disable
auditing of unsuccessful transactions may be a useful audit feature.

Transaction mmagement seems to have other audit implications as well. An audit subsystem
may be required to distinguish between audited events eat were committed and those that were
not; and for each that were, the time of effect. Without these capablies, it may be impossible
to determine wbethe a read attempt by one user, followed by a wie attempt by another,
represents the transmisson of information between the two (e.g., a false positive aids test
result). In this example, it is poble that no trmnnmaision occutd. The effect of the write
attempt may have been delayed o cancelled by the transaction management mecianism in
reposea to lter evoa. Consequently, the audit subsystem or audit analysis tools may be
required to iepr access events as having taken effect in a sequenc different than that
indicased by relative time of access attmpt. Specifially, the audit subsystem or analysis tools
may need to unpr access attempts in the context of transaction commitment events occurring
a Mbitry momt of time ltr.

6.7 Use f the Tramcton Leg for Secwrity Audit

If the monitoring of modifications to the database is an audit objective, it may be necessary to
audit tie exact values used in the modification attempt. As an alternative to storing these
values in the audit log it may be possible to use information embedded in transaction log.
normally used for rollback and recovery. One scheme for integrating audit and recovery data
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is given in (JAJ89]. However, there are a number of issues confronting the use of a'asaction
logs as they exist today.

It must be possible to correlate the events in the transaction log with those in
the audit log. At a minimum, it must be possible to reconstruct portions of
the database at the time of an audited event. Several teams contacted in the
survey believed this was possible, although none had attempted it or
investigated the use of automated tools to assist the process. Tools appear to
be requiredz because unlike the audit log, the transaction log is intended to be
used by automatic system processes, and is not readily interpretable by humans.
Moreover, in order to correlate the two logs, they must share a common
denominator, such as transaction IDs, user IDs, or record/row IDs. It is
unclear whether many of today's DBMSs possess such a common denominator.
apart from loosely synchronized inmestamps.

On some systems, the transaction lop are kept only until the next checkpoint
snapshot of the database has been created, and are automatically discarded
thereafter. If transaction los are to be used for security audit, they cannot be
discarded until deemed useless by an auditor or system security officer.

On other systems, the transaction log is produced by an untrusted DBMS.
From a pure security standpoint, this casts doubt on its accuracy and usability
of the transaction log for audit purposes.

6.8 Audit Trail Storage Techniques

DBMS developers have taken differn approaches in choosing storage mechanisms for the audit
log. The decision is closely linked to the tools intended to process the audit data (e.g.,
Operating System (OS) tools or a DBMS). Several vendors have implemented the audit trai
as another table defined in the data dictionary. This allows use of the full power of SQL to
both efficiently retrieve and analyze the audit data. Other developers propose to store the audit
trail as a separate OS file or as an addition to the operating system audit trail.

One research poup suggested that because of the volume of audit data. careful planning should
be performed in order to produce audit databases with primary and secondary indices to speed
up retrieval and pumo iching. Depending on the complexty of indexing. etc., this may
significatly slow down Udit collectim. However it may provide an invaluable aid to the
auditor, by increasig the aity to Waly p l volamam of auit dat i a timely miner.
We were surprised to discover that only ae vendor had indicated that such a sttegy would
be necemary for analyaing audit los. It may be that there is both a lack of tools and a related
lack of persons with die experience in dealing with large audit trails.
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A n ApDplication of Audit to Assess

Trust Assurance

The forgoing has described issues concerning the utility of audit primarily in its dynamic
system context. Questions revolved around issues of- which events to audit: where (temporally
or architecturally) to capture audit data; when to record audit data: and what could be
analyzed in an audit log. Explorations of such questions axe based on the tacit assumption that
whatever is recorded in the audit log is a veritable repesentation of what occurred during the
system execution history.

It is reasonable to inquire into the ability of a trusted computing base to record auditable events
accurately. The issue here, though, appears to be relatively straight-forward:

it event r and its association with some accountable user u is detected by a TCB
mechanism at time t, can it be concluded th,- precisely the detected event e is
reclolded?1

In general, if the point of capture is identified and understood, the answer to this question can
be produced by examination of the code cotrecuess at the poin of capture and the soundness
of the audit trail protection mechanism. Thiese are both asurance isues: if the code is wrong,
so will be the audi entry- if the auditrnail is not protected against unauthorized modification,
reliance caot be placed on the verisimilitude of its entries. These are obvious, but important.

We were surprised to discover a far more fundamental but related question that is simply not
addressed by the foregoing:

if event e and as asociation with some accountable iser u is detected by a
TCB mechanism it me s.t ca it be concluded tdat the detected event e is
pecisel what occuwd durng symr execrtion?,2

This refoumulation actually quesions the credbility of a TCB's ability to contro the actions of
subjects: YUid-vu the objeca that are assrted to be under its control.

Vuatioums of this question have prove ruefu for identifying potential wealnesses in the
souindeas of sysm scurity amccures We believe that the use of a theoretical audit trail
n a mcmnu for uasuing the soundm of TCB assuraces is a new countribution to the
fiekl Below, we giveo thesuil of a few ,edankenerperiners that ca be based on this

This qustion could be somewhat relaxed without loss of generality to ask that precisely
e and ins umociadont with some accountable user a could be recorded were recording enabled
at time t.

This qurestion can also be alued without loss of generality.
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7.1 Backend Database Management Architectures

In the general case, one or more untrusted backend database management systems (BDBMS)
ar incorporated into architectures in which a trusted operating system is used to control all
accesses between its subjects and databases controlled by the BDBMS [AFSB83]. There is a
suong performance jastification for such architectures. A BDBMS can be employed that
executes without the overhead of performing confidentiality policy-related access checks. From
an integrity perspective, the BDBMS is fee to perform fine-grained semantic checks and
locking to provide state-of-the-art features for protecting databases from unfortunate (or even
deliberate) mishaps. From a confidentiality perspective, either single-level BDBMSs can be
employed or, in conjunction with trusted integrity-lock technology, heterogeneous collections of
classification-marked data can be processed by the tntrusted 3DBMS whilst all mandatory
access control mediation is performed by a "trusted filter/marker' built with TCSEC assurances
appropriate to the risk range of the specific application.

Fundamental weaknesses in such architecture have been noted elsewhere [SCHA79] [DEN85b].
It is interesting to note that these and other issues surface directly if one investigates either of
the following questions:

If the raw text of a query were captured or recorded by the OS/TCB prior to
its passage to the BDBMS, how could it be determined that the BDBMS
response (along with any returned data) is correct witi respect to the formal
semantics of the query?

or
If a parsed [or compiled] form of a query were captured or recorded by the
OS/TCB prior to its passage to the BDBMS, how could it be determined that
the BDBMS response (along with any returned data) is correct with respect to
the formal semantics of the query or its parsed (or compiled] form?

In faut there is no satisfying way to answer these questions. Short of examining the before and
after images of the database(s) in question. it cannot be assured that actions performed by
untusted (and possibly ill-understood) code are consistent with their specification. It is quite
possible that. e.g..

the BDBMS altered portions of the database in conjunction with a pure

reteval" query"

the BDBMS retrieved data not specified in [or qualifying for] the query;

the BDBMS retrieved qualifying data not consistent with the defined view;"
or

the BDBMS did not modify the database when presented with an update, insert
or delet quay.

To be fair,. if inmgpity-lockz am employed, at least a portion of the retrieval-specific concerns
might be addressed by the ynmacdc deWce of including specific identification information (such
as the name of the cotainng table and relation) into the policy-relevant data sealed into each

" i.e., a query that is not supposed to modify or update the database.

" e.g.. data from anodier table at the same security level, or data that violates cros-table

d eded view comras.
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tuple. This extreme measure, unfortunately, could add significant overhead to storage and
retrieval functons, while even this could still be defeated by a dedicated and wily adversary.

Prior to publication of the present paper. doubts had been published on the feasibility of a
security architecture employing untrusted BDBMS to satisfy requirements at or beyond the B2
level. A principal concern behind this limitation is the potential for unconstrained covert
channels. This concern was independent of the TCSEC class assigned to the front-end and to
the misted filter/marker function. The observation made here is that there is no sound means
to verify the correctnes of committed updates. Indeed, if the BDBMS is untmed and corrupt,
it is aot possible to determine externally even whether an update takes place, since the BDBMS
could lie consistendy,' about such events. Hence. it cannot be ensured that comitted deletion
operations (perhaps even for entire relations or databases) are performed. This observation has
led several of the authors to conjecture that not even the C2 object ruse requirement can
be assured if the BDBMS does not at least satisfy the C2 requirements.

7.2 Moothic DBMS Security Architecturm

Pursuit of the questions proposed in the preceding section produces somewhat different
when considered in light of the monolithic DBMS security architectue. Even if the DBMS
is completely untruetd but constrained by the underlying misted operating system [H-S75]
[DEN88] them are several issues that can be resolved.

Such architectures do not relegate the enforcement of mandatory access policy
to any untrusted code, so the TCSEC MAC requirements should be preserved
by such architectures.

Deletion of entire relations and databases (or any other database object that can
be mapped onto some set of objects controied by the underlying TCB) can
be validated providing that (a) the query (as a user command) is captured by
misted code, (b) ther exists a mapping between the database object and
operang system objecu; (c) the operating system records its participation in
the resulting object deletion event(s).

Similarly, at least something can be determined about data retrieved by
execution of a query. However, the result is considerably weaker. FMrt, it
can be determined that if data is retrieved for some subject (an instantation
of the DBMS acting on behalf of or in the name of a m), then the data
comes only from objects that cm be viewed by the subject It may be possble
to onulm tle operating to yin TCB's audit log wt even timing petaining
to the query (e., it's p= to a quey compiler). This would allow one
to determie which objects were observable (or modifiable) during execurion
of the query, but not cemasaly which objects were actually used to form the
response." If the previouly described DBMS to OS object mappings are
present, it is possible to establish some f&ct, although them is not sufcient
infommation from which to conclude that the mpome conelafts to the
aematica of the quay. But at least it is safe to conclude that the DBMS
subject is not eaposed to information unless it is derived from operating sysem
objects it is permitted to observe under the OS TCB's mandatory and
discetinry access control policies.

Ths could be done through a clandestine view definition.

Objects may be scanned that do not contrbute to the actual response; objects may still

be in process memory that ar not re-scanned for the query, etc.
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The granularity of the mapping between DBMS objects and OS objects also
relates to audit relative to other forms of update, including object reuse
requirements. If, for example, the operating system TCB were to protect
individual relations or tuples, it could be determined which of these were
modified or deleted as a side-effect of a query." Otherwise, conner
information could still be identified (e.g.. which pages of a segment, which
files or volumes, etc.), although its value for analysis purposes may be
questionable.

Short of ther being a suitably mistworthy query language compiler/parser, it
is unclear that anything can be concluded directly about the relationship
between data-dependent view definition and its enforcement and the data that
wee actually accessed or returned during the time interval.

There is still no compelling rationale for concluding that full query semantics
were related to the captured or recorded combined DBMS/OS execution history.

Notwithstanding the identified shortfalls of this architecture, it appears that a case could be
made that the trust properties of an evaluated OS TCB would not be significantly degraded in
such DBMS architectures. In particular, if the audit and transaction lop are appropriately
interpreted, it appears that object-reuse requirements can be satsfied, even following recovery
actions that occur after data has been deleted by authorized user actions.

73 The Special Case of Data-based Views

Recently, there has been considerable discussion over the need to require misted query language
pasers or compilers to enforce value-basnd views. The term 'trusted' here has not been
rigorously or consistently defined by all participants in this discussion, but it has taken on
meanings ranging from 'correct' to 'of high integrity' to 'fee of unspecified side-effects or
Trojan horses' to 'being structured and validated consistent with other requirements for elements
of the TCB suitable to the TCSEC evaluation class in question'.

It is evident that such discussions are especially relevant if the view definition is used for the
dynamic determination and enforcement of view clasification properties (MAC) (DEN87].
Most of de controversy, however, revolves around the question of such view definitions in
discretionary acce control (DAC) contexts.

Verification of compilers and their semantics is known to be a difficult problem. Recent work
by Crocker. Landauer and Redfond [CLBR89 has suggested that it may be significantly easier
and more huitful to compase formally the actual executable object code unages with source
code (or its piogramn specification) thun to attempt compiler verification. 7his has led us to
suggest that, for the interim, it may be adequate to configme a well-known, tested compiler
whose immutability is assued by an OS TCB into a TDBMS application context such dm
every input and every output of the compiler can be captumd and recorded by a mechanism of
sufficiently high awmce to stisfy the ancient audit requirement: To provide the witnesses and
vouchers required to support an "official examination of accounts ... so as to ascertain their
accuracy."

" Again, it is unclear that one can conclude that the selected tples were modified as a
consequence of the query being processed at the ame, or as a consequence of some previous
event that may have bee queaed (legitimately or not) for laer procenang.
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Chapter 8

Conclusions and Recommendations

This paper has explored several isoes relating to audit in its historical and truste systems
context. It has been found that ittle guidance is provided for either what needs to be audited
in TDBM contexts or when, how. or even where audit data should be captured or recorded.
We have also fon t"a surprisingly Little stattton has been given in practice to the anlys
of TDBMS audit data. it appeari to be ftdbfl to explore the use and correlation of data
collected from several different layers of combined systems architectures.

There also appears to be great tlity in pursuing the analysis of an audit trail's potential
credibility as a means of assessing the assurancem and tu=t characteristics of system security
architectures. Tentative conclusions drawn fronm preliminary application of this analysis
technique have been preseted. Research is continuing in this area.
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Appendix A:
Questionnaires

ThuI pendix conmm the fina version of the sate-of-the-art product and security officer
questionnaires. Both these questionnar were continually evolved during the course of the
study.
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DBMS Audit Questionnaire

The objectve of this questionnaire is to gather inormation about current research and practice,
and to collect suggestions to support the development of ULS DBMS auditing requirements.

1. What DBMS events ae anditable ? Which of thrse are selectively auditable ?

2. For each of the above, what information can be captured about the event ?

3. What special piivileges or clearances are requred for access to the audit control mechanism
and the audit log ? Is the log single level or multi-level ?

4. What is the relationship between the DBMS audit log and the DBMS rollback-recovery
journal ? Between the DBMS audit log and the O.S. audit log ? Are each of these separate
? Can they be correlated easily ?

5. What automated tools are provided for analysis of the audit log ? What additional toolswould be useful ?

6. In what way could automated intrsion detection techniques be usefully integrated with the
auditing mechanism or off-line audit analysis tools ?

7. What reports and technical papers have you encountered that discuss these questions ? (IMs
should have been the last question, but was left as question 7 for consistency with earlier
versions of the questionnaire.)
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8. What constitutes a failed access attempt ? Could (does) the TDBMS detect attempts to
access data beyond the authorization of the subject ? How might such attempts be represented
in the audit log such that they could be detected by an off-line analysis tool ?

9. What constitutes an event "that may be used in the exploitation of covert storage channels"
(TCSEC) ? How might these be represented in the audit log ?

Use of locks ?
Delete down operations ?
InIrence and aggregation attacks ?
Probing by means of integrity constraints ?

10. Ame there any capabilities for automatically alerting the security officer that an attack might
be underway ?

11. Given that audit capture is typically selectable, what is a recommended default (or
minimum) set of information that should be captured ?

12. How does the audit information capturable from an interactive user differ from that.
capturable from an applications program? How does the use of pre-compiled queries affect the
audit trail?

13. Can MAC and DAC constraints be associated with metadata? Are all metadata accesses,
both implicit and explicit, auditable?

14. At what stages in the processing of a query (parsing, compilation, optimization. execution,
etc.) can audit capture occur? To what exent is the choice of capture points constrained by the
DBMS architecture? How does the choice of captle points affect the credibility, and
usefulness of the audit trail ?

15. Other intesting inuu, ideu, suggestions ?
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Security Officer Questionnaire

The objective of this questionnaire is to gather information about curret usefulness of audit

I. What audit information do you typically collect? What type of system (i.e., operating
system, database .... )?

2. How is dais information aalyzed and for what purpose? Are tools used? If so. how useful
are the tooks? What kinds of tool would be useful?

3. Is the information gatherd adequat to meet dhe needs? If not, what additional information

would be useful?

4. Why do you collect audit data? Is auditing useful or necessary?

5. How offen, or under what circumstances is the audit trail teviewed?

6. How long are the audit lops kepti? How are the auclit lop kept (iek or paper?)?
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Appendix B:

State-of-the-Art Survey Data

Mwi appndix contains the questiomnz respoisies. interview summarie, and system
analysis summaries collected diving the course of this study. Each organization for whidh a
wnte-up or quemtonnauu was completed, is represemted in tis appendix. The summaries are
listed in alphabetical orde by organization name.

33



Appendix B Atlantic Research Corp.

Atlantic Research Corporation

Product TRUDATA

Dat" of meeting: June 16, 1989

Point of Cootract: Ronald Knode
Cornelius Hale

Questiomnnine Author Trusted Informuion SysteM Inc.

System Summary Author Trusted Information System, Inc.

Reference:

Knode. B., and RA. Hunt, "Makins Databases Secure with TRUDATA Technology,"
Proceedings of the Fourth Aerojspe Computer Security Application Conference,
Orlando, Flodda, December 1988.
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DBMS Audit Ouestionnaire

The objective of this questionnaire is to gather information about current research and practce.
and to collect suggestions to support the development of MLS DBMS auditing requirements.

1. What DBMS events are auditable? Which of these ane selecvely auditable?

TRUDATA always audits: attempts to execute commands that TRUDATA does not
support that the isolated databs machine did support (e.g., stoted procedures), integrity
lock faiures and the proem of initialization of auditing.

The selctiy auditable events awe abort transaction, DAC modifications, back end
audit, begin transaction command. tuple msert summary, CCR create/change, reconfigure
back end, database functions (open. define, create drop, extend. dump, load, rol
forward, undefined, lock, unlock), set date backend, tuple delete summary, DSL
creastchange. end transaction commatnd, create/delete index functions, security label
change, OAL modification (OAL has privilege to all the database in the system),-
individua tuplc insert individual tuple delete, individual tuple replace, retrieve and
copyout tuples, table functions (associate, define, create, extend. lock, unlock. truncate),
set time command, tupie replace summary, view functions (define, create. undefined,
lock, unlock).

The text of the queay is not captured and neither are selects at the record level.

2. For ea&h of the above, what information can be captured about the event?

abort ttamsaction: fAg indicating suet= or failure (this command in reality should never
Wai).
DAC mod~lcatiom: user, entity, old set up. new set up, flag, and error code.
back end audit: object, &&ag error code.
begin transraction command: flag.
CRR croeimpu : entity, low, hig, flag, code.
reconligire beckand: ftag
database functons: database, who's funaction, flag, erro code.
sed datet date, flag, code.
tupl delete function: table/view, how many tuples carne in to TRUTDATA, bow many toples
went out of TRUDATA, lugh water security level, fla& code.
DSL avamefcange: entity, del, flag, code
and traouactiom command: Bag.
inden funt-1, object hatin. U&ag code.
ieg audng fag.-ch label change ojct i. oldlabel. newlabel, flag, code.

inegit locis rhi- - view, bn
OAL modlliurno -,r old set up, new set up. flag, code.
IsMidual tple insort- table/view, cdase bin, flag, code.
-idbduad tupl deloss: table/view, ams, bn flag, code.
individual tuple, replace: table/vew, class, bin, flag, code.
retrieve, copyost tupla: view, how many naples came in to TRUDATA. how manty tuples
wen out of TRUDATA machine, high wate security level, flag, code.
table functiom tobeview, fuction Blag. code.
sot tme commeind: time, flag, code.

-nupre command: coumd
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tuple replace summary: table/view, how many naples came in to TRUDATA. how many
tuples went out of TRUDATA, high water security level, fln, code.
view functions: view, function. flag, code.
tupi. inset summary: view, how many taples the user attempted to created, the number
actually created, high water security level, flag, code.

Along with the above informnation TRUDATA inserts the user's login name bimm the
password file and System V/MI.S inserts the date, tame, and user's process id. The
audit log is stored in ASCII format, because of System V/NUS.

Sooe audit rmamae include additional information describing the successfulness of an
event. The following describes the varying levels of successfulness of an event.

a. Successful/futl: The isolated database machine returned data, and all
of the dat passed security filtering,

b. Successfulatual: The isolated database machine reanned data, but
some of the data did not pan security filtering.

C. ucefuoces: The isolated database machine returned data but
none of tedata passed security filteing.

d. Succsu/none: No data was passed back fromi the isolated database
machine.

e. Unsuccessful: TRUDATA did not send the command to the isolated
database machine, because the user was not authorized to retrieve the
specified data.

3. What special privileges ate required for access to die audit control mechanism and the
uadt log? Is there a need for welcaiv accesis based on information seasitivities and
administrto clarances?

Since TRUDATA is using System V MIS, which has only two privilege sets (L~e.,
superuser and user), superuser- privilege is required to access the audit control
mechanism and the audit log, The audit log is owned by root (ie., only root can read
or write to the audit log) and stored at system low.

44L What is the relationship between the DBMIS audit log anid the DBMS rollback-recovery
-ornl

Totally separate, the isolated datsb.. machine handles the rolliba recovery Journal and
the "owao "yan hMedics the udit log.

4b. Between the DBhfS audit log and the OS audit log?

7tRUDATA wie die DBMS adit records iso the audi log bept by the operating
sytem

4c. Can they be correlated eastly?

No work bt been done to try to correlate the sudit log with the toliback-tecovery
journal. It Ia1 1r- that this my be useful.

5. What autmated tools ane provided for analysis of the audit log? What additional tools
would be useful?

AT&T isciud. a primitive audit brow ig tool with System V/N[S, but sells an
additional audft tool. This additional tool is an unuued relational databas
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A took to correlate the audit log and the rollback-recovery journal might be useful

6. In what way could automated intrusion detection techniques be usefully integrated with
the auditing mechanismn or offline audit analysis tools?

No information.

7. What reports and technical papers have you encountered that discus these questions?

None.

S. What constittes a failed access attempt?

TRUDATA auditing mechanism can dect that the user did not get all the information
(L~e., the user only got the information that the user had access to receive) or that the
user MWie to get something that the user was not authorized to access. See earlier
descripton in question #2.

9. What constitutes an event "that may be used in the exploitation of covert storage
channels" (TCSEC)? How might these be represenited in the audit log?

Sinice TRUDATA is only a BI system, they did not explicitly worry about covert-
chatmeL

10. Are there any capabilities for automatically alertig the security officer that an attack
might be underway?

No.

1I. Given that midt capture is typically selectable, what is a recommended default (or
minimeum) set of infoanation that should be capated?

The minimum set is the process to initaliz suditing, integrity lock failure, and the
atteWmte mue of unsupported commands. The documentation may (not yet written)
contain a reconended guideline for met the adit flags (iLe., inem replace, delete plus
retrIvl suomnes).

12. How does the mdiz information capturble from an interactive ame differ from that
caaal bum an applications program? How does the = of pme-compiledqers

affect the stidit hail?

No diffierence But, pre-compiled queries is one of the commanids that TRUDATA does
no suppot that the isolated dstabuse mcine does ipposL.

13. Can MAC and DAC rmm~ be associated with mietadmt? Ane metsdamaacse

Metedara is auitablie when a use explicitly accesses the table where it as stored or the
tsed Pront End's schemna. But metadara is not auditable in terms of implicit access

to the table. If a user has read access to ay part of the database. then the user has
read acces to all mocad metaduta
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System Summary: TRUDATA

L Status

A commercially available product.

M. Arnhitecture

TRUDATA product is based on the Integrity Lock approach. This approach allows a
trusted filter to use an untrusted DBMS. The filter mediates all access between users and the
DBMS. The ousted filter preprocesses all. data inputs to the database by determining the data's
security level and computes an unforgeable auhenticator. The data to be stored, the security
label and the authenticator are given to the DBMS. 0n retrieval, the filter recomputes the
authenticator and compares it with the authenticator returned by the DBMS. If they match, the
data's untegrty and its associated aecutity level are confirmed.

TRUDATA's architecture is comprised of a musted operating system, currently targeted
for at least the B I level, to enforce the separation between the DBMS and user. All other ams
for data and process security is in the filter (i.e., the musted front-end).

13L Security Policy

The subjects are userm, untrusted applications, and ousted applications (where
"applications" are processes acting on behalf of a user). Subjects are "labeled" with an access
range in which the subjeci can operate. At any point in time, a given subject is operating at
a particular access level.

Thie named objects are databases, relatons, and views (pviews and mviews) and storage
objects wre pvaew naces Projections ar constrained to form the pviews (primitive views).
Mvaews (multi-views) are combined (Joined) pviws. Pview instances ane the intersection
between a defined pview and a recoed (ruple). The relationships between objects are databae
conta relation and inviews. wich contan pviews, wich contain pview nuaces

There -three types of object labes One type, a container clearance requirement
(CCR) label. is applied to naned objects. It is a classification vector which establishes a floor
and a cedling on the security labe of any mmn as the container. Default security level (DSL)
is mnodher type of label wih a attached to every named object It serves to providle the label
for all stomp objects crated whenever Actual Security Level (ASL) label is not supplied.
ASL label is that abe stoed with eadh pview insance (iLe.. with ect stomp object).

Diumtionery Access Quadro policies are enforced via the system Lvel Operator
Authoiztio List (OAL). IatabaI (relations and views) level Access Control Lists (AC..) and

compiraenw Eacpio List (EXL). TMo a only am OAL, wich grants operator privileges
to subjects at the symn level. Bach named object may have an ACL and*o EXL Each entry
on an QALIAC.. condas of the subject (or group) identifier and the authorized access modes.
EM~s lbet the subject (or group) and a11 qiecically domied access authorizations (at the given
level). Privileges Xate at one level am Inherted by the lower levels. These access checks
wre Irfomed in the aI f oand

Mandatory Acces Control is enforced based on the subject and object labels and five
subpolicies (crate, read, write, update, and remove). These access checks are performed in the
orusted hons-end
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The current release of TRUDATA provides distinct encryption keys for each database,
thus preventing the untrusted DBMS from intermixing data from different database (Le.,
circumventing DAC). Future releases will permit distinct encryprion keys for each table (and
thus for mviews also). Since each database (and later each table) has its own encryption key,
a database, when it is created, is empty. Subsequently, all data retrieved from a database must
have at some point been inserted into that particular database. With an mtegrity lock
architecture the untrusted DBMS is responsible for deleting tuples. Thus, the filter assures that
a niple is not inappropriately released, not that a tuple is destroyed. With this in mind, a
container "theoretically" has the same properties as a laser disk storage device. That is, once
data is written to a container, that data cannot be removed.

Iv. Auditing

TRUDATA identified categories of database events, that are distinct from operating
system events, that are required to be auditable. Briefly, these categories include:

1) succesifu i/uccesaful database OPEN;

2) a summary of a successful retrieval of any set of objects from a TRUDATA
protected database (where retrieval "success" is defined to be any SELECT
which retrieves at least one object from the database).

3) unsuccessfi retrevals;

4) successf l/unsuccessfud attempts at creating new storage objects (pview
instances);

5) successfW/unsuccessf attempts to update (existig) storage objes;

6) succe / n ful attempts to remove storage objects;

7) successful/nsuccessful attempts to create named objects;

8) successful/unsuccesshl attempts to remove named objects;

9) Integrity lock failure; and

10) BEGIN, END. and ABORT ansaction requests.

11) Attempts to perform wupport commands.

For mor deil on auditing ne the TRUDATA questionnaire write up.

V. Oth. Topics t Meret

1. iled Acces-

In TRUDATA a failed access is any command that was not sent to the back-end
DBMS. becxm the user ww not authoized to retrieve the specified data (e.g., typos will be
auditable a failed access).

TRUDATA also has four levels of success, three of these may be considered failures.
SvctcafuJpWWia is when the back-end database returned data in which some of the dat passed
sectrity Altering. Succeuful/noaccus is when the back-end t .uied data in which none of the
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data passed security filtering. Succesful/none is when no data was passed back from the back.
end.

2. Transaction Management:

In TRUDATA, if an auditable event occu= within a transaction, the events are written.
But begin transaction, end trMsaction and abort transaction ae also auditable events. The
information captured is a flag indicating success or failure of the command. So it is possible
to determine from the audit trail whether or not the transaction was committed.

Note the above events must be selected to be audited.

3. Auditing at Different Levels of Abstraction:

Since the DBMS is untrusted, TRUDATA captures all of its audit information after the
back-end DBMS executes.

Note: Attempts to execute stored procedures are rejected by TRUDATA.

4. Delayed Binding:

All DAC bindings ar recomputed every time a user opens a database. So access to.
an object remains unchanged until the database is re-opened. The MAC label of the user is
obtained once upon TRUDATA start-up. The MAC label of a tuple is checked each time the
usr acesses the tuple.

S. Control of Audit:

To access the audit trail or to set or change the auditing defaults, the user must have
superuser privileges.
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Bank of California

Product: N/A

Date of Meeting: July 11, 1989

Point of Contac= Leslie Chalmers

Questionnaire Autho. Tnuted Information System, Inc.

System Summary Author N/A

Reference: None
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Security Officer Ouestionnaire

The objective of this quesonnaire is to gather i '. ation about curent usefulness of audit
trails.

I. What information does the Security Officer receive in an audit ail? What type of system
(ie., operating system, databe..)?

The bank uses 8 or 9 diffenut application programs running on an operating system with
a RACF subsystem. DBMSs make up one-third of these applications. The system of
record is the makiframe which feeds information to the DBMS tools.. Currently, audit
information is produced only by RACF. When a file is opened RACF audits what user D
opened it and how long the file remains opened.

2. How is this information used? Paper audit trails are reviewed weekly.

3. Is the imformadon gathered adequate to meet the required needs? If no, what information
would be adequate?

No. The information is incomplete and lacking in the granularity of detail. Some
information that would be useful is the date, time, user ID, application software used, data"
accessed, before and after pictures (any modifications). Integrity is the highest priority.

4. Are tools used in reviewing the audit trail? If so, how useful are the tools? What kind

of tool would be useful?

None are used.

5. What is the purpose for auditing? Is auditing useful or necessary?

The main purpose behind auditing is to determine what authorized people are doing-
whether they are doing something improper or not. They mostly care about whether
authorized people are abusing their authority. Auditing could be more useful if the audit
tril was mie informative.

6. When is the audit trail reviewed? Weekly.

Leslie suggesated ma we speak with Steve Weilad of the EDP Audit Associaon in Carroll
Streams, EL (nea Chicao).
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Britton Lee, Inc.

Product ShareBase

Date of Meeting: July 11. !989

Point of Contract: -Tod Sambar
Michael Ubeil
Paula Hawthorne (previously with Britton Lee)

Questionnaire Author. Trusted Information System, Inc.

System Summary Author. N/A

References:

1. ShareBase ii Technical Overview, Britton Lee, Inc., 1989.

2. System Adminisator's Manual, Britton Lee. Inc., 1989.
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DBMS Audit Questionnaire

The objective of this questionnaire is to gather information about current research and practice.
and to collect suggestions to support the development of MIS DBMS auditing requirements.

I. What DBMS events are auditable? Which of these are selectively auditable?

Sharebase selectively lop updates, deletions, and insertions to any tables. The DBA can
turn on logging for tables which were originally created without logging.

2. For each of the above, what information can be captured about the event?

The following information is recored.

0 the type of update performed
* the date and time of the update
• the user performing the update
* the table that was updated
" data that was changed
* copy of record before

3. What special privileges or clearances ae required for access to the audit control mechanism
and the audit log? Is the log single level or multi-level?

The DBA only has access to lead (i.e, can't modify), but can g ant read access to other
users

4. What is the relationship between the DBMS audit log and the DBMS rollback-recovery
journal? Between the DBMS audit log and the OS audit log? Are each of these separate?
Can they be correlated easily?

No relationship.

5. What tonazed tools are provided for analysis of the audit log? What additional tools
would be useful?

SharBase provides an audit fnction which rrieves infmatmi in relational form. The
audit query can march for a specific actvty and detemine when it was done and by which
user.

6. In what way could automated intrusion detecion techniques be usefully integrated with the
inditing mechoism or off-line audit analysis tools?

The use of intrusdon detection has nmo bean amined because the customers have no way
to rqoest su techniques.

7. What rpe and technical papers have you encountered that discuss these questions?
(This should have been the last question, but was left as question 7 for consistency with
ealier versions of the questionnaire.)

None.
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8. What constitutes a failed access attempt? Could (does) the TDBMS detect attempts to
access data beyond the authorization of the subject? How might such attempts be
represented in to audit log such that they could be detected by an off-line analysis tool?

Not relevan, because ShareBase does not enforce any access controls.

9. What constitutes an event "that may be used in the exploitation of covert storage channels"
(TCSEC)? How might these be represented in the audit log?

Use of locks?
Delete down operations?
Inference and aggregation attacks?

- Probing by means of integrity constraints?

Not Applicable.

10. Are there any capabilities for automatically alerting the security officer that an attack might
be underway?

No.

11. Given that audit capture is typically selectable, what is a recommended default (or
minimum) set of information that should be captured?

There ae no defaults.

12. How does the audit information capturable from an interactive user differ from that
caprable from an applicatios program? How does the use of pie-compiled queies affect
the audit trail?

No differences.

13. Can MAC and DAC comints be associated with metadata? Are all metadata accesses.
both implicit and explicit, auditable?

Not mlevat.

Other NoEs and Oueusoars

Shambase is an untarued DBMS, but is used as the back-end machine in one of TRUDATA's
config aions.

DBA may need to know when dianges have been made to data or to database structures,
permismons, etc., and by whom. The audit function retieves infbmantio in relational foam.
The audit quay can euch for speciftc activity (for exumple, deleting a table) and detemine
when it was done and by which -.
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Digital Equipment Corporation

Producm N/A

Date of Meeting: August 10, 1989

Point of Cntact Jay Davison
Kevin Duffy

Meeting Notes Author. Tusted Information System, Inc.

Questionnaire Author. N/A

System Summary Author. N/A

Reference: None

NMTE: Since the researchers at DEC were not cumently investigating auditing in database
systems, the meeting described by this write-up took the form of an informal
discusaion rather than an interview structured to folow the survey questionnaire. As
a result, this write-up consists of informal meeting notes, and does not folow the
format used for the other write-ups.
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Summary

ManyDEC customers seem mote concerned about being able to audit "who changed what" dn
"who saw what" These are fundamentally different audit objectives that lead to different kinds
of audit features.

If the audit data is collected at a level of abstraction that is "too low," for example, auditing
the row ID of every record retrieved from the disk, the audit trail will not only be too
voluminous to be useful, it will be misleading; that is. it will reflect the retrieval of much
information that wu subsequently logically disqualified, and hence never retuned to the user.
On the relationship between the DBMS securty audit log and the OS audit log:

An advantage to separaaing the two is that DBMS users cannot deny service to other
O.S. uses via contention for audit resources or storage exhaustion.

If the two logs ae separate, it may be necessary for the O.S. to provide user ID and
session ID information to the DBMS so that the lop can be correlated.

In a secrecy-oriented system, there seems to be a need to audit uncommitted transactions.
Otherwise a user could start a tansaction, fish around for data, and then abort the transaction
without leaving a trace. However, auditing all uncommitted transactions may load the audit trail
with useless information that may obscure the effective sequence of "interesting" security-reLated
auditable events.

Depending on how audit information is buffered and recorded, and how mutually exclusive
access to the audit information is provided, there is the potential that an auditor browsing the
audit log in real time may have a negative performance impact (may interfere with) on DBMS
users
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George Mason University

Produm- N/A

Due of Meeting: June 19, 1989

Point of Comm=c Dr. So"bi Jajodia

Qustianim Author~ Dr. Sughol lajodia

System Sumnnay Author- N/A

Rfeetnce: None

48



Appendix B George Mason U.

DBMS Audit Ouestionnaire

1. What DBMS events are auditable? Which of these are selectively auditable?

I believe "zero-information loss" is possible. That is, you can audit every event in your
system. What event you actually audit depends on the sensitivity of your data in the
system.

2. For each of the above, what information can be aptured about the event? At the
application level? At the DBMS level?

3. What special privileges are rqied for access to the audit control mechanism and the
audit log? Is there a need for selective access based on information sensitivities and
administator clearances?

I consider audit records to be most sensitive, from a privacy as well as a security
viewpoint. Thus, there is a need for both and MAC and DAC on them.

4. What is the relationship between the DBMS audit log and the DBMS roilback-tecovery
journal? Between the DBMS audit log and the OS audit log? Are each of these
separate? Can they be conelated easily?

I will address only the database part of this question. I believe that if audit logs are"
carefully kept (meaning we keep an audit of those events which are relevant for DBMS
rollback/reovery), then we can certainly do away with the roilba-k-recovery journal.
It should not be too difficult to correlate them.

5. What automated tools are provided for analysis of the audit log? What additional tools
would be useful?

I believe that audit infomatio should not have an ad hoc structure. We should
impose a logical snuctur on the audit information. Once this is done, we can use a
query language, such as SQL, to query the audit information.

6. In what way could ated inmuion detection techniques be usefully integrated with
the auditing mechuism or off-line audit analysis tools?

I think audit is the bass on which we can build automaed inmmon detection tools.
Audit informon aumented with some "knowledge" is the key to building such tools.
Also, audit information can be used to limit inferences.

49



Appendix B 
Harris Corp.

Harris
Pimduct N/A

De of umetng: N/A

Point of Commra= Rhonda Henning

Quesinaire Atw Harris

SYstm Sumnmz N/A

Reference: N/A

so



ApedxB Harris Corp.

DBMS Audit Questionnaire

The objective of dhis questionnaire is to gather information about current research and praictice.
and to collect suggestions to support the development of MLS DBMS auditing requirements.

1. What DBM events ar auditable? Which of these are selectively auditable?

Auditable, events should include:

creation of a database
creation of additional tables

creation of Additional views
database recaey/r estrucuuing tools
access control operations

user sensitivity range definitions (if different from OS)
data creation modification, deletion, selection
inmotaio of data in bulk
exportation of data in bulk
turning on/off the audit log
deletion of audit information
deletion of recovery informiation
reading of audit data

AUl should be selectively auditable for a given user with selion specified by the database
security administrator Th databas security administrator has the capability to determine
which events should/shouldn't be audited with regard to a given database.

2. For each of the above, what information can be captured about the event?

creation of a database /at/ime/merid/pouNOPd *Wes/aiue cause/from schema file/

creation of additional tables u . gopi ucssfiw curse/o database/table
nmre/able attributes/table iuma/

creati of additional views WMet0m uS--p'upilsccm/faile cause/t databse/iew
nams/view m iem"vw isutew level rgp/

datsasm recovey/umar S toke "~eN, 111"I

accessntro - *-X....s dabu1nsro ea

user uunitity srge deiiton (if differet from OS)

data cration, modlification, deletion, selectm
/Awmeteid/roid/opmuion Ariery/Succesa/fajlure cause/

imaportaton of data ar bulk Mairmei" Miupid/filenane/recieving
_W is %nw&fii' camu/

51



Appendix B Harris Corp.

exportation of data in bul /datime/userid'groupid/filename
written/from database/query/success/failure cause/rurming o.n/off the audit log
/datm=W uiadit/fiuon/sucnaess fagure cause/

deletion of audit information /date/trineuseurd/groupid/audit
fileaame/hiccess/failuie cause/

deletion of recovery information /d me/s d/groupid/recovery
filename/success/failuis cause/

reading of audit data - /datettimcejuerd/audit rlenarne/ success/failure

3. What special privileges are required for access to the audit control mechanism and the
audit log? Is tdere a need for selective access based on information sensitivities and
administrator clearances?

The audit control mechanism and audit log are database administrator privileges or database
security officer privileges. Access to these mechanisms is controlled through dhe operating
system's MAC and DAC mechanism.

By virtue of dhe fact that users granted these roles are considered trused subjects, no additional-
selective access should be required for them.

4. What is the relationship between the DBMS audit log and the DBM roilback-recovery
journal? Between the DBMS modit log and the OS audi log? Are each of these
separate? Can they be =orelated easily?

a. The DBMS audit ',og should be distinct form the rollbaWk recovery journal.
The audit log should contain informnation considered "security relevant" to the
operation of a secure DUBS. Therefore, the DBM security functions should
not caue about collecting raw DBMS data on its way to an end-user. However,
the queries made by a user are auditabie information that needs to be stored
in the audit log. If necessary, rollback/tecovery journals can be used to resore
a database baned on audit log query captursm.

b. The DBMS audit log provides a fine gratnularity of control and definition than
the opeating ymm audit log. The underlying opeming sysus is responsrlble
for mudst of Aile manilation commands which may be executed on the behalf
of the daabus mangemmnt systems or a single -arer, The DIMa iespons-
ibis for aud=$i actiit beyond basic file system mdii capabities.

C. Yus, all are separat, but each ai necessary. Correlationa depends on the
compatibility between the three audi lo$L If all at in a uimarw forint
cotwrltiton should be - 'igh- forward. If formnats drffr, correlation becomes
a mom difflcult problem Byaimlar formtkuia vntat the !;p do am
all contasi the -am itfomaon. However, there should, be enough Aulia
idnfoto in each audit log to allow relatively easy correspondence. We
assue, of com -, that this is dons with the aid of audit reduction tools.

5. What automated tools are provided for analysis of dhe audit log? What additional tools
would be usedu?

Most DOWS provide no additional tools beyond the standard query laiguags and pattern
maitclhing techiques fond in basic text editors Uf a pattern for potential intrusion can be
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expresed as an SQL-type query, the audit log can be analyzed for it. Otherwise, it is basic
by-hand analysis.

Two types of tools: one similar to existing intruder detection systems, only with scenarios
defined for DBMS, that could determine if the system appeared to be ftnctioning normally and
flag "abnormal" behavior for fimther analysis. Another, that would identify the DBA once a
definitive pattern of suspected compromise has been indicated and notify him, ostensibly while
a hostile user was still logged in.

6. In what way could automated intrusion detection techniques be usefully integrated with
the auditing mechanism or off-line audit analysis tools?

See 5. While off-line audit analysis tools axe currently acceptable, the delay involved in

detection of possible penetration makes it imperative that more timely techniques be developed.

7. What reports and technical papers have you encountered that discuss these questions?

Strictly from memory, thee haven't been very many (and, at the time, none come to mind)
that specifically address auditing in a DBMS from a security perspective. LDV and SeaViews
and perhaps the E-R model all addressed it from a theoretical perspective. Most of the
database engineering conferences have rollback/recovery papers included.

The MCC wodr on ORION had an access control policy, but offhand. I don't remember if a.

specific audit was included.

8. Other ideas, isses, suggestions?

Prbably need to address:

system performance with various auditing ranularities
whether or not storing the actual output from reporting queries is useful
whether or not audit logs per security level make sense
if OS intruder detection techniques ae appropriate in a DBMS
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DBMS Audit Questionnaire

The objective of this questionnaire is to gather information about current research and practice,
and to collect suggestions to support the development of MLS DBMS auditing requirements.

This note responds to the RADC-sponsored DBMS Audit Questionnaire of May 15, 1989. It
gives the LOCK Data Views thoughts as of July 11, 1989. -This note should be interpreted as
the LDV team's suggestions, and not as a definitive design, or build style.

I. What DBMS events are auditable? Which of these are selectively auditable?

#1. Change to a value of a tuple of a relation.
#2. Insertion of a new tupl.
#3. Retrieval of a tuple during a response.
#4. Creation of a new metadata item, such as a table, attribute, or consaint.
#5. Update of an item of metadata.

Metadata items (#4,#5) are always audited. Data items (#1,#2,#3) may be selective. The
selection criteria on the data is not yet defined.

Note that due to the LDV multi-level design of the metadata. an action such as an attempted
retrieval of the values of an attibute whene the existence of the attribute is classified above-
the level of the requesting process is not an auditable event, since the portion of the DBMS
validating the attributes cannot even determine the attribute existence itself. Similarly, due to
the WMV data storage mechanism, attempts to fetch data which is classified beyond the level
of the process is not an auditable event either.

2. For each of the above, what information can be captured about the event?

In LDV, the DBMS does all the audit-logging of DBMS audit events. (LOCK also does audit-
logging of OS-Ievel audit information, but that is outside the scope of this questionnaire.] In
general, it is not able to capture applicaton-level data due to the domain/type mechanism of
LOCK. The DBMS is isolated from the application, and does not have access to application-
information, asui as the customer die er-pmpanm is working with, etc. It can, and does,
capture OS-level infomation associated with the logged-in user, such as idenification of user,
securty-level of request, curnumt-tme, etc., amc this data as available to any LOCK subject.

3. What special privileges or clearances m required for access to the audit control
mechanim and the audit log? Is the log single level or multi-level?

Th LOCK domainMype mechanism is wmd to sepaate the audit-log faim the users. For each
database, internally there is a set-of-files (up to 1 file per each security level within the
database) of a particular type that is wiitable by DBMS code only, and readable only by
DBSOs. In addition, the normal LOCK DAC applies, so that one DBSO will not be able to
read the audit-log of a difirent database. The system security officer(s) would have read-
perudon on all die DBMS audit-lop. he stracrm of the audit-log mirro that of the
database, including discretionary and elective pennisuions. We visualize the audit-log as very
similar to "just another relation in the metadata" with a special-name (for example.
DBSAUDITLOG).
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4. What is the relationship between the DBMS audit log and the DBMS roilback-recovery
journal? Between the DBMS audit log and the 0.5. audit log? Are each of these
separate? Can they be correlated easily?

No relation between DBMS audit log and DBMS rollback-recovery journal. We believe that
they have different visibility and purge-tine needs. Merging the two would be more work that
worth. No relation between DBMS audit log and OS audit log. The OS audit log could
potentially be over-run with application data. thus forcing a log-swap and corresponding
systemudelay and thus a covert channel = well as denial-of-service when needed. We believe
that an OS-provided application-audit-log fity is needed and useful in the general case.
Because of the LOCK domai~type mechanism, we can "get away" with having the application
roil-their-own for our exploratory desig mlrerton.

5. What automated tools are provided for analysis of the audit log? What additional toolk
would be useful?

The normal DBMS relational ability to extract a particular subset of events, followed by a
pattern-search outside of the DBMS. if necessary.

6. In what way could automated intrusion detection techniques be usefully integrated with
the auditing inechanim or off-lhne audit analysis tools?

Within the DBMS, there would be an audit-log manager through which all DBMS-style audi-
data would pas&. One could specify to that audit-log manager at what points or what threshold
should result in equivalence of message to a system security officer or something placed on
the system audit log.

Questions add by Paul:

7. Please give your name. Are you wifmlgable to share database and/or implementation
stmtges with us? Could experiments be conducted on your system/prototype?

This waft is being done as part of the WDV Project at SCTrC. All the LDV work is shareable
when writien asthe final-deliverable version. Preliminary work is often shareable at draft-
staus; upon request to out contacting officer. We believe that experments on our exploratory
development model, when built. would be aproved by the contractng officer of our customer.
However, any such experiments, and awme involved in conducting such experiments, would need
to be cleared trogh them

8. Any additonal comt?

Audi MUST be dam in audi a inaner that it.i absolutely clear WHO is doing die erant,
under WHAT aircmsaces they an perfrmig it, WWW it is being done, WHERE the
(SQL-style) nmdowtiu we, and HOW (lim what initial comment) the need to provide the
audi-atsa uou,

The DBMS mant be built am*c that dhe DBSO/SSO can kow tha these are cotzect. Thus
messi thut in the absence of a mechanism auch as the LOCK domanAype structure, some
other amummnce MUST be piasnt to dmo ht the audit-data is properly gotten and recorded.
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System Summary: LOCK Data Views

L Status

Research Prototype.

ML Architecture

Lock Data Views (LDV) is a multilevel secure DBMS hosted on the LOCK tusted computing
base (targeted beyond Al).

IIL Security Policy

The LDV security policy builds on the concepts of the LOCK security policy (i.e., satisfies the
Al level) and extends it through the incorporation of an explicit classification policy. The
classification policy must address those factors which ae crucial to a correct determination of
the sensitivity level of data within the DBMS context. LDV policy considers:

Name-dependent classification: rules that refer to data items by name. This provides
classification at the granularity of relations and atributes.

Content-dependent classification: rules that refer to the content of data item occurrences. This
provides classification at the granularity of topics and elements.

Context-dependent classificanor- rules that refer to combinations of data items. This can be
used to reflect sensidvity of spec.€ic fields when accessed together.

Inference control: the determination of data sensitivity based on the potential inferences that can
be made based on a sequence of access requests.

Both MAC and DAC security policy are enforced by LOCK. Accesses to data as well as
metadata ae controlled by LOCK. Information in -the database and metadata are stored in
single level files (i.e., LOCK objects). LOCK ensures that these database files may be opened
for read/write operations only by subjects executing at the appropriate levels and in the
appro database domains.

IV. Auditing

In LDV, the DBMS does all the adit-logging of the DBMS audit events. Such as:

I. anpe to a value of a tople of a relation.
2. Insertion of a new topic.
3. Retrieval of a tople during a response.
4. Creation of a new metadam item (table, attribute, or constraint).
5. Update of an item of metdata.

LOCK does audit-loing of OS-level audit information (i.e.. captures domain/type mechanism
enforcement by LOCK).

V. Othur Topa of Intrs

Infero
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LDV maintains a set of history files that ae built as responses are released and tha ate
consulted prior to the release of any response. Whenever data is released from the database,
a record containing the following informaton is generated:

I. The user whose subject posed the query
2. The level of the subject that posed the query
3. The set of files consulted in building the response
4. The dae-time at which the response was built

These records are stored in objects of type history file, and objects of this type can only be
modified by subject in the history maintenance domains. Before a response is generated. a
standard database procedue for mapping relations and atributes to files is invoked to determine
which files should be consulted during the query processing. This set of files is processed
agains the history files using the informaon found in the consmaint files maintained by the
datbase secuity officer, and those files in conflict are removed fiom the set. This ensures
that dam which is high level with respect to the constaints and history will not be used to
generate low-level responses. The query processing then proceeds in a manner similar to that
used in a conventional DBMS systems to retrieve trples from the files in the set.
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DBMS Audit Questionnaire

The objective of this questionnaire is to gather information about curent research and practice,

and to collect suggestions to support the development of MLS DBMS auditing requinments.

1. What DBMS events are auditable? Which of these are selectively auditable?

The following is a list of all auditable events:

denied access attempts
results of GRANT and REVOKE statements
results of CREATE, ALTER, and DROP operations affecting audited tables
changes to audited tables
read accesse to tables identified for AUDIT ALL
binding of static and dynamic SQL statements
assignment or change of authorization ids, and utility phases

The audit events can be selected by class of events and can also have additional selection
criteria. Tables can have their initial access audited (AUDIT ALL), any changes but not read
access audited (AUDIT CHANGES), or no auditing (AUDIT NONE).

2. For each of the above, what information can be captured about the event?

See references.

3. What special privileges or clearances we required for access to the audit control
mechanimn and the audit log? Is the log single level or multi-level?

The audit mechanism is controlled by the TRACE privilege. Traces can be sent to SMF or
GT7 and access to this data is generally secured by the security subsystem, such as RACF.
Online monitoring of the audit trace can be performed by a person with the MONITOR2
privilege. The AUDIT attribute for a table can be set by the table owner, someone who has
ALTER authority for the table; someone who has DBADM authority for the database; or
someone with SYSADM authority. DB2 only support single level security at this point.

4. What is the rladiouhip between the DBMS audit log and the DBMS rllbck-recvery
journal? Between the DBMS audit log and the OS audit log? Ar each of these
sparate? Can they be corela esily?

The DB2 recovery log is sepam ftm the audit log, but data from them can be correlated
using infomwion in the data headers. Generaily. the DBMS is kept with other OS data, in
SMF. DB2 data can also be written to TY, and correlation is relatively easy.

5. What automated tools e provided for malysis of the audit log? What additional
tools would be iuedkl?

The audit log can be pited with many variations by the DB2 Performance Monitor (DB2PM).
Several other vendors provide tools for this analysis as well. DB2PM can provide the data in
a fom to be loaded into tables so that SQL and reporting tools like the Query Management
Facility (QMF) can be used for analysis. Other analysis products, such as SAS, can also be
used.
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6. In what way could automated inrusion detection techniques be usefully integrated with
the auditing mechanism or off-line audit analysis tools?

Automated intrusion detection techniques can use an online interface to the audit data called the
Insmumentation Facility Interface. They can also process the SMF data directly or use SQL
to process the data after it is loaded into tables.

7. What reports and technical papers have you encountered that discuss these questions?

The primary discussion of DB2 auditing is in DB2 manuals. The DB2 System and Database
Administration Guide (SC26-4374) includes a section on Security and Auditing. A separate
manual, the Audit Trace Usage Guide (GG24-3300) was developed by the International
Technical Systems Center to discuss usage considerations, There have been several
presentaions at user groups and security conferences discussing the function and its usage.

8. What constitutes a failed access attempt? Could (does) the TDBMS detect attempts
to access data beyond the authorization of the subject? How might such attempts be
represented in the audit log such that they could be detected by an off-line analysis
tool?

A failed access attempt is any request for which the current authid does not have adequate
authority. The DBMS includes a specific class for such failures and identifies them with an
IFCID 140 so that processing these records is simple. DB2PM includes a specific report for,
detected access failures

9. What constitutes an event "that may be used in the exploitation of covert storage
channels" (TCEC)? How might these be represented in the audit log?

Use of locks?
Delete down operations?
Inference and aggregation attacks?
Probing by means of integrity constraints?

The use of locks is implicit in DB2. Locks can be audited, but providing that amount of
information causes a significant perfinmance impact. DB2 can include very extensive
infoanio in the audit data. but the mom typical usage is for performance analysis. The SQL
usage can be analy-ed, providing an indicaion of the access intent. Inference and aggregation
car .,, by =,dl va -s in the !QL statements, but this is also typical of statistical
analysis of data.

to. Ar there my capabilities for automatically alerting the security officer that an attack
might be underway?

The Insmaumentaon Facility Intrfice (MI) can be used to detect various failures and then
notify a security officer.

11. Given that audit catupre is typically selectable, what is A recommended default (orminimun) set of information that should be captured?

For a security-conscious site, the recommendation is to collect all audit data. Utility data is
commonly excluded. The accounting and statistics data should also be kept.
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12. How does the audit information capturable from an interactive user differ from that
capturable from an applications program? How does the use of pte-compiled queries
affocx the audit trail?

The audit daa captured from in interactive progam can be the same as that for an applicatons
prolam, if dewed. The SQL smemem being passed from te interactive program are usuaily
included in audit data. A progruni that has been precompiled has stared the SQL and it can
be traed only when the program is bound or as the plopum is executed too (using a
pedomae asm am).

13. Cun MAC and DAC constraints be asswatd with metadata? Are all metadata
accesses, boti implicit and explicit, auditable?

DB2 does not yet indcude MAC conmraints. DAC constraints can be associated with metadata
access. Not all metadata accesses we auditable. THe DB2 catalog contains most metadata and
can not be audited
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System Summary: DB2

L Status

Product is commercially available.

IL Architectur

DB2 is a relational databas, providing maglelevel secuity that runs as an application on an
operating system. It is recmmended that it be used in conjunction with Resource Access
Control Facility (RACF), a security subsystem. RACF would provide access control to DB2
as well as to the DB2 data sets. (Data in DB2 is stored in data sets.) IBM also offers as an
alternative to RACF. the possibility of using VSAM or MVS passwords to protect the data sets.

13L Security Policy

Data access control within DB2 is broken down into three areas-control of access to D82, data
set protection and accs control within DB2. The first two requirements can be addressed by
RAC? or a secure operating system a mentioned above. DB2 controls access to its objects by
a set of privileges, each of which allows an action on some object. The following are DB2
objects:

*Database: set of objects for authorization, operations

Tablespace: ara of database data set containing tables

*Table: collection of rows with same colunvs

*Index: ordered set of pointers to data in a table

*View: alternate repesentation of data

*may be subset of table

*may be firn multiple tables

P* ~ representation of SQL st~ments in program

A subject or process in DB2 Is reptamnd a by & primary authorization iduntia (ID) and
possibly one or more secondary ID.. A prmnary authorizaion ID arersents the process to DB2
and a secondary authorization ID, which is optional, con bold additional privileges available to
the .;rm1 (ILe. a grup id or role) IMs can hold privileges that allow them to take certain
actious. Then are d=e ways witi D82 to gave an ID access to data-t ID can be
explicitly granted a privileg. or have a privlege revoked, the ED can own an object by having
the privileg to mate objects and the ID can acquire the privilege to exectite at application
plan from a plan oner

An aplication plin can coutsin SQL statmmnts, peiforming a unty of actions on many
tables all of them requiring one or -mre privileges. In each case, it is dhe owner of the plan
that must bold the privileg. For another I3D to execute die plan. it must have the EXECUTE
privilege on the plan, ether granad by the pla owner or by virtu of SYSADM authority, but
needs no other privilege. Thnrefome, an I3D with dhe EXECU~TE privilege can exercise all the
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Owner's privileges that have been used in validating the plan, but it only within the restrictions
imposed by the SQL statements in the original plan.

In addition DB2 also defines sets of related privileges, called "admirtistrative authorities". By
pnting an administrative authority to an ID, you pant all the privilege associated with it in
One statement.

Note on compoosite onivilefe. A SQL statemenit can name more than one object and therefore
require move than one privilege. Such a stittement may be executed dynamically even though
not one of your IDx has all the privileges requited if the set of your IDs together have all the
required privileges If you embed the same statement in a host programi and bind the program,
the validation will faL
As in this cm, all the required privileges must be held by the single ID that owns the plan.

Imolications of the revoke statemen1t. If a privilege is revoked from the 11), its deletion can
cascade to other EDs, with side effects that are not immediately evident. For instance when a
privilege is revoked from authorization ID X~ it is also revoked from any ID to which X
granted it, unles that MD baa it also from some other source.

In addition if a privilege is grated on a table. it is not necessarily granited on any views of the
table. But if a privilege is revoked from a table, it is revoked fronm a view of that table. If
as a result of that loss, the owner of a view no longer has SELECT' privileges on it, then DB2-
drop the view.

Along the amne line, if the owner of an application plan lose a privilege requred by die plan.
DB2 invalidates the plan.

IV. -nitf
DB2 provides two types of audit security audit, used to verify the authorizaton procedures and
data audit used to verify that access to sensitve dama is performed as intended by the
authorization procedures. The DB2 audit modranism creafts records of actions of certai types
and sends them to a designated destination. The audit mechanism is DB2 audit tace and is
controlled by die TRACE privilege.

Dat audit moitors access to data stored in DB2 audited tables. The audit attribute for a table
can be set by the table owner~ someone who has ALTER authosity for die table. someone who
has DBADM authority for the dausbae; or someone with SYSADM authority. The AUDIT
aimbuse for the table =a be (AUIT ALL) kzldal accas audited, (AUDIT CHANGES) any
changes but no read access andoad, (AUDIT NONE) or not auditig.

Securit au&i monitors the uuixiiois psocudwes impleunessd for a DB2 ate. In cotrs
to. data audthg, secaity aodlmg once activaied, collects; data for the whole subsystem. It is
independent of the audit specificaton fur a table.

The actul data changd i not recorded (it is reconded in the los). If an agent or transaction
acceiiies a tab& mor thm once in a tingl uit of recovery, only the firs acess is recorded
in the audit log; and diem only if the audit tae as started for the appropriate class of events.

The s of audiWAsl evr follows.

I. Authorization hilres or attempted. security violations.

2. Raist of explicit GRANT and REVOKE statements. (Does not includs implicit prants

and revokiis.)
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3. Results of data definition (CREATE. ALTER and DROP) operations affecting audited
tables.

4. Changes to audited tables (INSERT, DELETE or UPDATE). Only the fint attempt
to change a table, within a unit of recovery, is recorded. (If the agent or transaction
issues MOr than one COMWiT statement, there am correspondingly many audit
records) The changed data is not recorded, only the attempt to make a change. If
the change is not successful, and is rolled back. the audit record remains; it is not
deleted. This class includes access by the LOAD utility.

5. All read accesses (execution of SELECT statements) to tables as AUDIT ALL As
in class 4, only the first access within a unit of recovery is recorded.

6. The bind of static and dynamic SQL statements of the following types:

INSERT. UPDATE, and DELETE statements for audited tables. Except for the values
of host variables, the entire SQL statement is contained in the audit record.

SELECT statements to tables identified as AUDIT ALL. Except for the values of host
variables, the entire SQL statement is contained in the audit record.

7. Assignment or change of an authorization ID, whether through an exit routine (default -
of user-written) or a SET CURRENT SQLID statement.

8. The start of utility job and the end of each phase of utility.

There ar three possible destinations for the audit trace: the System Management Facilities
(SMF). the Generalized Trace Facility (GTF), and the Instrumentation Facility Interface (IFI)
application program.

Data from SMF and GTF can be reduced and put into readable form by the DB2 Performance
Monitor (DB2PM). DB2PM can also create summary audit reports, create detailed audit reports
for each audit record type, create detailed trace listings of all audit records, and produce
sequential files that am loadable into DB2.

File geneated by DB2PM can then be used by analysis tools such as SQL and Query
Mumament Facility (QMF) to provide additional repotig capabilities. QMF allows audit data
to be selected according to varios criteria and to cate repot that can be used to effectively
monitor the security objectives of a DB2 eavionament.

IM oupt is colecied by a me wi application program.

Online monttoring of the audit tame can be perfimed by a person with the MONITOR2
privilege.

Oth"r Toos ( f Ju
IaeSM Conominti D52 provide many controls that can be applied to data entry and

update. Some are antomatic. some optional. The assignment of column data types and lengths
prvides some control on the type of data. Creating unique indexes to a column or set of
columns in question can aure unique data values where required. It is also possible to make
sor that data has a required patirn or is within a specific range.
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DB2 also has a CHECK utility that can check the consistency of indexes and the referential
constraina on dam files

Referential Imewrty. DB2 automatically enfozces the rue that every value of a foreign key
in a dependent table must be a value of the primary key of the appropriate parent table.

Conacurency ControL Control is handled by "locks" and is automatic. No propn can acem
data tat has been chdnged by moher progrm but not yet committed. Where an application
program wris data to both DB2 and 1MS/VS, or DB2 and CICS, the subsystem prevent
concturet use until the program declares a point of consstency.
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The MITRE Corporation

Product N/A

Dae of Meeting: August 9. 1989

Point of Contact Rich Graubart
Marie Collins
Bhavani Thuraisingham

Meetng Notes Author. Trusted Information System, Inc.

Reference: None

NOTE: Since the researchers at MITRE were not cuuenzdy investigating auditing in database
systems, the meeting described by this write-up took the form or .1 informal
discussion rather than an inmteraw structued to folow the survey questionnaire. As
a result, this write-up consists of informal meeting notes, and does not follow the
forms used for the other write-ups.
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SYBASE TDBMS Demonstration

MITRE is a beta test site for the B I version of SYBASE Secure Data Server, a misted DBMS
(TDBMS). During our visit, Marie Collins demonstrated the auditing features of the SYBASE
product. The following points were discussed during the demo.

SYBASE has a "relaxation property switch". If this switch is enabled, polyinstantation is
turned off. This allows explicit and implihc (as a result of upgrading) delete-down covert
channels. There do not appear to be any special audit collection switches expressly for the
purpose of focusing on possible exploitation of these channels. However, it is probably easy
to detect such exploitation by querying the audit traiL For example, the auditor could select
all modify or delete queries where the user's session level is higher than the classification of
the row being modified or deleted.

Also note that polyinstatiaion DISGUISES impermissible attempts to write-down, by
transforming them into permissible attempts to create new objects. This may serve as a good
example of how the definition of a "security-relevant event" is architecture or policy specific.
On one system, this would be a failed attempt to violate policy; on another system it's simply
a successful attempt to create a new object.

"Keystroke" auditing. Contrary to what we bad previously thought, the keystroke audit data is
"raw," and does not include the translation of views or stored procedures into references to
underlying tables. Therefore, if a malicious user thought the audit analysis was going to be
based solely on examination of raw query text, the user might be able to partially disguise
his/her efforts by using views with deceptive names.

Round-table Discussion

Potential concerns about msted DBMSs that rely on unausted backend machnes (distributed
architecture).

The OS TCB and Trusted Front End CTE) on the host can't be sure what files (databases and
tables) we being opened on the backend in response to a user's request. This calls into
question the credibility of the OS auditing log, which is supposed to be able to record which
files were opened/closed for each ume. Furthermoe, it may be difficult to assu that the data
returned to a um was fetched fhm the corrt database or table, and therefore complies with
DAC constaints. This may indicite that the erchimrtue is too loosely coupled, ie., the TCB
doesn't know enough about what the backend is doing, and can't exercise any contrl over its
behavior.

A similar issue concerns user requests to delete tuples, tables and databases. These events may
be recorded in the TDBMS audit log as having been successful, yet there is no amunce that
the untrusted backend has actually deleted the objects. This zasts doubt on the credibility of
the TDBMS audit log. Also, since the C2 requirements for object reuse (residue erasure) seem
to depend on the umned backend cn there be any assuace that these requirements are
enforced? On the other hand, one could view this as an issue of database integrity rather than
confidentiality in the same vein as qoewomng the assurance that an update quey was executed
correctly. Integrity requirements of this sort probably require that the ,vnole DBMS be
trustworthy.

Regarding the example of ieracting an Aids false positive test: if fulling this need depends
on use of the rollback/mcovery log, this places trust requirements on the rollback/recovery log.
However, in a backend architecture the roUbck/recovery log is unimed.
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Rich Graubaut said that the CMW audit log (containing mostly file open/close event records)
was rumored to prow at the balpatk rate of one megabyte per day. Rich wasn't clear how
many user: were active or what kind of workload this was for (development? prototype testing
by customer?, etc.)
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National Computer Security Center

Product N/A

Date of Meeting: July 6, 1989

Point of Contact: Eric Shelihouse

Questionnaire Author Trusted Information System, Inc.

System Summary Author. N/A

Reference: None
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Security Officer Ouestionnaire

The objective of this questionnaire is to gather information about current usefulness
of audit tail.

1. What audit information do you typically collect? What type of system (i.e.,
operating system, database....)?

DOCKMASTE7, a Multics Operating System, audits all successful and failed
logouts, I/O activities, modification and denials to files, TCP/IP activity,
activities entered on the console, and process modification.

2. How is this information analyzed and for what purpose? Are tools used? If
so, how useful are the tools? What kinds of tool would be useful?

DOCKMASTER's audit data is examined through the use of various
application tools. What follows is a brief description of the security tools
implemented for DOCKMASTER.

A security absentee job operates on the audit data each night checking for any
changes to critical system files and directories. This report is printed out and
reviewed by the system administrators and security officer every morning.
Daily certain files and directories are monitored and if any changes occur a
console alarm is triggered, a message is typed on the console, and output is
queued on the line printer for the security officer. This information is
registered real-time to aid the security officer in taking action.

Login denied reports are generated on a daily basis and are reviewed by the
security officer. This report is generated by an absentee that runs each
morning.

A report called the access summy which delineates any bad accesses on the
system hierarchy again is generated daily. The security officer reviews these
files looking for system critical entries.

The last and most vial tool for analyzing audit data on DOCKMASTER is
known as the Multics Intrusion Detection and Alerting System (MIDAS). It
is a real-time expert system designed to increase the security of
DOCKMASTER. The system is an audit reduction tool that processes audit
information as it occurs, looking for items of s-curity significance. This
system acts as a security analysis tool that the CESSO can use to better
process the audit information that is generated by DOCKMASTER. The audit
data created by DOCKMASTER is transferred to the SYMBOLICS system
where the MIDAS application resides. Once a security relevant item is
detected, the system highlights the occurrence (by adding it to a daily security
report) and attempts to alert the security officer or system or system
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administration personneL It is a valuable tool and contributes significantly to
the daily secure operations of DOCKMAST*ER.

3. Is the information gathered adequate to meet the needs? If not, what
additional information would be useful?

The information gathered is adequate, but the analysis process could be more
mU ight forward if the formats of the audit records were consistent and a
common denominator existed (ie., beside data and time).

4. Why do you collect audit data? Is auditing useful or necessary?

Not asked.
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5. How often, or under what circumstances, is the audit trail reviewed?

The audit trail is reviewed when MIDAS alerts the security officer of a
possible intrusion. Also, each day the Security Officer reviews the previous
day's audit log.
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Oracle Corporation

Product: ORACLE RDBMS Version 6.0

Date of Meeting- July 14, 1989

Point of Contact: I nda Vetter
William Maimone

Questionnaire Author. Oracle Corporation and

Trusted Information System. Inc.

System Summary Author. Trusted Information System, Inc.

References

I. ORACLE RDBMS Database Administator's Guide Version 6.0, ORACLE
Corporation, Belmont, CA, April 1989.

2. The ORACLE Secure RDBMS Project, ORACLE DBA Guide V6.0 Addendum
Martin Gruber, ORACLE CORP., May 5, 1989.
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DBMS Audit Ouestionnaire

1. What DBMS events are auditable? Which of these are selectively auditable?

The second half of this question is the easiest to answer. Each individual
"auditable event" may be selectively turned on and off by a user with proper
privileges.

The following types of events can be audited if selected in Oracle Version 5.1:

Table level operations which can be audited:

ALTER, AUDIT, COMMENT, DELETE, GRANT, INDEX, INSERT,
LOCK, RENAME, SELECT, UPDATE.

View level operations which can be audited:

AUDIT, COMMENT, DELETE, GRANT, INSERT, LOCK. RENAME,
SELECT, UPDATE.

Note: The comment command simply allows a text string to be
associated with a table or a column. Its creation can be
audited.

The following operations on sequences (sequences are used to create unique
keys) can be audited:

ALTER, AUDIT, GRANT, SELECT.

The following system audit options can be set

DBA audit the execution of all statements requiring
DBA role.

CONNECT audit connection to and/or disconnection from
the database.

RESOURCE - adit statements requiring RESOURCE privilege
(e.g., creating objects)

NOT EXISTS - audit statements which result in an "object does
not exist" error.

For each auditable event, successful and/or unsuccessful attempts to perform
the operaiom may be audited.

For each auditable event, an audit record can be created on every access or
once per database session on first occurrence.

Auditing options can by set be default on all tables or all system options.
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Database start-up and shutdown will be audited in the OS audit taiL

Deletions from the audit trail will be tightly controlled through OS validation
and auditing in the OS audit ail.

Auditing can be set on specific database objects for specific operations. This
means that auditing can be set on for a specifc table or view for a specific
operation on that table or view (i.e., select, update, etc.).

Auditing may also by set on for specific DBMS users. This may be done
with the same flexibility of auditing by DBMS object.

2. For each of the above, what information can be captured about the event?

All audit records contain the following information:

sessionid - numeric ID for each database session.
entryid numeric ID for each audit entry in a session.
statement - numeric ID for each statement run.
hnestamp - date and time of the audit entry or logon/vogoff.
userid - the user's database ID.
userhost - instance ID for the Oracle instance.
terminal - identifier of the user's terminal
action - numeric code for the action attempted.
retucode- Oracle return code generated by the action (zero - success).
obj~creator - owner of the database object, if any.
objSname - name of the database object, if any.
auth$privileges - privileges granztedrevoked by a GRANT/REVOKE

statement.
authSgrantee - the name of the grantee in a GRANT/REVOKE.
new$name- the new name in a RENAME.
sesSactions - session summary, one character for each type of action.
logoff$1read - number of logical reads during a session (number of

pages actually touched).
logoffpread - number of physical reads during a session (number

have pages copied from disk).
logoff2write - number of logical write during a session..
logoffSdead - deadlocks detected during the session.
logofiStiie - date and time of logoff.
commat&$ezt - coUns.

Note: Oracle does not record the data which was returned as the result of

a query, nor do they save the query.

Note: The logoff$ items could be useful in intrusion detection.

3. What special privileges are required for access to the audit control mechanism
and the audit log? Is the log single level or multi-level?
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In order to enable auditing on an object, the user must own the object or have
AUDIT access on the object. A user who has enabled auditing actions on an
object can see all resulting audit entries by querying the view
USER.AUDIrTTRAIL.

In order to enable auditing of system actions or to set default auditing options,
the user must have AUDIT SYSTEM privilege. The view
DBAJAUDITTRAIL shows all audit records.

In version 7.0, deletions from the audit trail will be further limited so that a
special OS privilege is required to delete any record from the database audit
trail with that deletion audited in the OS audit trail.

In a single- or multi-level system, all audit records are stored in a single
DBMS table or audit records can be directed to an operating system audit
trail. Several views are used to control the access to this table based on
privilege and on ownership.

In a single-level system, the audit log would be multi-level as well. Audit
records are always stored at the level where the action originates.

4. What is the relationship between the DBMS audit log and the DBMS
rollback-recovery journal? Between the DBMS audit log and the OS audit
log? Are each of these separate? Can they be correlated easily?

The audit log is completely separate from all journals.

The Oracle DBMS has a separate "redo log" used solely for media recovery.
Transaction rollbacks are supported by "rollback segments" which are stored
in database files along with user data and metadata. The DBMS audit wal
is stored as an ordinary database table.

Note: The DBA guide states that the redo log is "low-level representations
of changes that cannot be related to user actions, the contents of a
redo log file should never be edited, altered, nor used for any
applicatim purposes, such as sudit."

The DBMS audit trail is not directly related to the OS audit trail, though the
DBMS may make entries into the OS audit trail The difficulty of correlating
the two is unclear, and probably not well defined given the differences in the
granularity of objects and operations. However, it should be possible to
purtialy corrlate the OS audit and the DBMS audit. This is because the
DBMS uses the OS user id and records the terminal id which is connected to
the DBMS. This informatin can be used to correlated the two logs. How
easy this correlation is really depends on the flexibility of the OS audit log.
If the OS audit log can be transferred easily to a relational database, the SQL
can be used to join the two logs based on user or terminal and time.
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5. What automated tools are provided for analysis of the audit log? What
additional tools would be useful?

There are currently no automated tools for audit log analysis, but a number of
useful database views are defined to aid in audit trail analysis. Full
descriptions of these views can be found in the Database Admirnistrator's
Guide. The following is a list of these views:

ALL_..DEFAUDITOPTIONS - Default audit options for newly created objects.
AUDITACTIONS - Description table for audit trail action type codes.
DBAAUDITDBA - Audit records of all DBA activity.
DBAAUDITEXISTS - Audit records for all NOT EXISTS errors.
DBA..SYSAUDITOPTIONS- Description of current system auditing options.
DBATABAUDITOPTIONS - Description of current table auditing

options.
USERAUDITCONNECT Audit rail records for user

logons/logoffs.
USEkAUDITRESOURCE Audit trail records for use of resource

privilege.
USERAUDITTRAEL - Audit trail records relevant to the user.
USERTABAUDITOPTS Auditing options for the user's own

tables and views.

Since the audit log is stored as a relational table, the full expressive power of
the SQL language and all tools normally provided by Oracle (e.g., Sql*Forms)
can be used. These tools are useful for getting the data together in a form that
can be easily analyzed however, an automated analysis tool which could take
advantage of the relational format would be useful.

Other useful tools would include:

- A tool which would dynamically monitor and display the contents of the

audit trail and take appropriate action if a penetration attempt is detected.

- A tool to produce security reporta, including a description of any changes
made to the security profile (grants, revokes, new users, etc.)

6. In what way could automated intrusion detection techniques be usefully
integrated with the anditing mechanism or off-line audit analysis tools?

These type tools, if able to use the SQL language, could quite easily and
usefully be integrated as application packages. They would most likely need
to nm u privileged applications.

7. What repots and technical papers have you encountered that discuss these
questions?
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The research on this effort has considered several of these questions and we
have had many discussions with other researchers, but we know of no
technical reports or papers that treat these questions in any detail.

The IDES research may be of some interest.

8. What constitutes a failed access attempt? Could (does) the TDBMS detect
attempts to access data beyond the authorization of the subject? How might
such attempts be represented in the audit log such that they could be detected
by an off-line analysis tool?

The Oracle RDBMS tries to detect attempts to access database objects beyond
the subjects discretionary authorization through the "NOT EXISTS" system
auditing option and the "WHENEVER NOT SUCCESSFUL" option. The
NOT EXISTS system auditing option is designed to detect a user "fishing" for
data. If the user names a table that either does not exist or to which he does
not have access, this audit option will record the attempt in the audit .tail
The WHENEVER NOT SUCCESSFUL option selectively audits unsuccessful
attempts to access objects or make use of system privileges.

In MLS Oracle, attempts to bypass MAC should be detected by OS auditing. -
The Oracle RDBMS is subject to the same MAC as the user and has no
privilege to bypass MAC.

9. What constitutes an event "that may be used in the exploitation of covert
storage channels" (TCSEC)? How might these be represented in the audit log?

Use of locks?
Delete down operations?
Inference and aggregation attacks?
Probing by means of integrity constraints?

The TCB subsetting approach used by Oracle is structured so that no covert
channels ae introduced. In MLS ORACLE the trusted OS will be responsible
for enforcing MAC, and therefore any search for exploitation of covert
channels should make use of OS auditing tools.

10. Are there any capabilities for automatically alerting the security officer that an

attack might be underway?

Not currently.

11. Given that audit capture is typically selectable, what is a recommended default
(or minimum) set of information that should be captured?

The recommended default depends on the needs of each installation or
application. By default, no auditing is enabled. A recommended minimum
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for a production environment is to audit both successful and unsuccessful
logons and "not exists" errors.

12. How does the audit information which can be captured from an interactive
user, differ from that which can be captured from an applications program?
How does the use of pre-compiled queries affect the audit trail?

There is no difference between audit information for interactive users and
applications programs. When stored procedures are available, they will not
affect auditability other than to introduce new auditable actions on a new
object.

13. Can MAC and DAC constraints be wsociated with metadata? Are all
metadata accesses, both implicit and explicit, auditable?

MAC and DAC constraints can both be applied to metadata. Metadaza access
is fully auditable. Data dictionary tables can be audited implicitly by auditing
SQL commands that access them. Data dictionary tables are owned by a
special database user, and the database does not allow direct grants on'
dictionary tables. In order for a database user to access a dictionary table, a
view must be created, which can be granted and audited.
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System Summary: Oracle

The following "interesting notes" and responses to the audit questionnaire are
based on documentation. Oracle responses to the questionnaire, a meeting with Oracle,
and knowledge of a prototype produced by the NCSC's Secure Relational DBMS
project.

Interesting Notes about the Oracle DBMS

Auditing in the Oracle RDBMS takes place at "parse time". This means for
instance, that audit records refer to the name of the view referenced as opposed to
the query plan that results from "query modification."

Oracle may support data content auditing in a future release.

When a view is created on a table and auditing is set on the table, the view will
automatically inherit the auditing option settings of the table. If there are more than
one table involved, the auditing on the view is the union of all auditing on the tables. -
If the table audit is later turned off, the view's auditing remains on, unless
specifically turned off.

If a view and a table are created and later audit is turned on the table, then only
direct accesses to the table are audited. If auditing is turned on the view and not the
table then only accesses through the view will be audited.

B. Notes on Oracle's DAC Policy

Subjects are processes operating on behalf of users.

Objects are tables, views, and sequences.

Authorized users may grant privileges to other individual users directly or to
groups of users via the role mechanism.

Database administration are &iven DBA privilege in version 5.1 and 6.0. In
version 7.0. the DBA privilege is provided as a role to which all privileges are
granted. The DBA role can be dropped or redefined. Installations can split up
administation responsibility into separate and distinct roles, such as security officer,
account adminisuazor, etc.

Grantinx and RevokiMz

Owners of objects may gant privileges to other users.
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Roles are objects that conwin privileges. The user creating a role is implicitly
granted that role WITH ADMIN OPTIONS. Anyone who has been granted a role
may grant/revoke privileges to/form it, even if they were not granted the role
WITH ADMIN OPTION. They may also propagate the WITH ADMIN option.
Revoking a role has no cascading side effects.

Privileges granted directly can be granted with the WITH GRANT option.
Users with the WITH GRANT option or the owner of the object may only revoke
the privilege from users if they were the one who originally granted the privilege
to that user. If a privilege is revoked, the revoke will cascade.

Security on Views

Views can be value-dependent, time-dependent, context-dependent, and/or
user-dependent.

OS Dependencies

Oracle depends on the OS for support for the CONNECT INTERNAL
access facilitiv,, protection of storage objects, and for protection of address-
spaces.

There are two types of "connect internal" access. One to enable a user to
perform routine operational functions (e.g., start-up and shutdown), and one
for non-routine emergency use (e.g., recovery from a failure that includes the
failure of the DAC mechanism). The latter type gives the user very high
privilege. The use of the two types is controlled by the OS DAC. Each type
is controlled by a separate OS privilege. Oracle checks to make sure that the
user's process has been allocated the appropriate privilege before access of the
corresponding type is allowed.

C. Notes on the Oracle Architecture for MAC

Oracle is taking the TCB hierarchical subseting approach.

A databal , a collection of permanent storage objects, all passive. A database
is a collection of permanent storage objects, all passive. The database includes one
or more database files, one or more control files, and two or more redo lop. An
instance is a set of active subjects and temporary buffer space. An instance includes
an SGA and from zero to five detached processes. An instances is first created and
then mounted to a Particular database. A dataase can only be accessed through an
instance, and more than one instance can mount the same database simultaneously.

In the MAC architecture, an instance can be mounted on a database if and only
if it dominates the security level of the database. If the security level of the instance
is not equal to the security level of the database. than the instance is mounted on the
database for read-only access. If both are at the same level, then read-write access
is possible.
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A separate database instance exists for each disturt security level supported by
the m-TCB. The m-TCB uniformly labels all aspects of a database instance,
inclvrLg process. menory, and files.

Oracle supports read/write access and read-only access to database instances, but
does not support write-only access.

Starting a multi-user database creates a SGA, opens a series of files, and starts
five detached processes to coordinate the multi-user operation of the RDBMS. A
given instance will be started at the first R/W reference to that instance.

To support the read-only access a non-shared global area will be created in the
process address space for any database instance to which a subject requests read-only
access.
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Relational Technology Inc.

Product Multi-Level Secure Ingres

Date of Meeting- August 16, 1989

Point of Contact: Robert McCord
Jackie McAlcxander

Questionnaire Author. N/A

System Summary Author. Trusted Information System, Inc.

Reference:

"Multi-Level Secure Ingres Informal Security Policy Model," Relational
Technology, Inc., Alameda, California, draft July 31, 1989.
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System Summary: Inres

L Status

Product is underdeveiopment.

IL Architecture

Ingres is a trusted database that runs on a trusted operating system (BI or
higher). This trusted Ingres does not directly support any network or cluste- DBMS
functions.

IL Security Policy

The Ingres subjects are identical to the underlying operating system subjects
(i.e., the process/domain pair acting on behalf of a specific Ingres user).

The objects are database rows, tables, views, and SQL procedures. All other
objects that are not within an Ingres database are controlled by the underlying trusted
operating system.

Discretionary access controls is based on an ownership model for databases
and tables. When a user creates a database, he/she becomes the owner. Within a
database, there are discretionary controls on named objects: tables, views, and SQL
procedures. The creator of object is the owner. For tables, there are additional
associated objects, such as indexes, that are implicitly owned by the creator of the
table. The owner of an object has privilege to use the SQL Grant statement to
authorized access to that object. Ingres supports six access modes for tables and
views: SELECT, INSERT, UPDATE. DELETE, COPYINTO, and COPYFROM.

Mandatory access controls are enforced by using the row as the single labeled
storage object. Each row of a table is independently labeled when it is stored in a
database. The security label is defined as a normal column within a table. The
access modes for a row are SELECT, UPDATE, INSERT, and DELETE. All of the
resources managed by Ingres are stored as rows in some table.

The mandatory access controls do not automatically polyinstantiate rows.
However, intentional INSERT polyinstaviation can be imposed by a database
adminisrator when tables are defined. If security label is included as a key column
of all UNIQUE indexes, then the rows will be effectively polyinstantiated when they
are inserted by users with different security labels.

IV. Auditing

Audit records are generated for the operating system and Ingres secunty
events independently. lngres chose to store the audit log in a file (different than the
operating system audit file) and not a table in the database. This decision was
primarily to increase performance, and also because the audit log requires auditing
frequently and they have existing tools to archive files.
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Ingres logs the success or failure of the following events:

Database (create, open, close, destroy)
Application (create, delete, execute)
Procedure (create, delete, execute)
Table (open, create, delete, modify, index)
Location (create, delete, extend)
View (create, open, close, delete)
Record (select, insert, delete, update, copyinto, copyfrom, scan, escalte)

Ingres provides an auditing tool, auditsec, that gives the user reviewing the audit log
a limited set of query-like search capabilities.

V. Other Topics of Interest

Two Versions

RTI plans to have a BI level version in which DAC/MAC are in a single
protection domain. A B2 version is planned in which MAC is in a separate
protection domain.

Two Avvroaches Used

1. TCB subset approach (Le., DBMS is a MAC kernel)

2. Balanced assurance approach (i.e., DAC = C2, MAC = B division).
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SRI

Product: SEAVIEW prototype

Date of Meeting: July, 1989

Point of Contract: Teresa Lunt

Questionnaire Author. N/A

System Summary Author N/A

NOTE: Since the researchers at SRI had not fully considered the audit issues
specifically in the SEAVIEW prototype, the discussions held at SRI
focused primarily on general research and intrusion detection
techniques. It was this meeting that the need for auditing at multiple
levels of abstraction was first brought out. There is no questionnaire
or system write-up associated with this interview.
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SYBASE/TRW

Product: SYBASE Secure SQL Server

Date of Meeting(s): SYBASE, July 10-11. 1989
TRW, June 19, 1989

Point of Contact Helena Winkler-Parenty (SYBASE)
Tom Winlder-Parenty (SYBASE)
Ed Stunms (TRW)

Questionnaire Author. Trusted Information System, Inc.

System Summary Author. Trusted Information System, Inc.
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DBMS Audit Questionnaire

The objective of this questionnaire is to gather information about current practice and
to collect suggestions to support the development of MLS DBMS auditing
requirements.

1. What DBMS events are auditable? Which of these are selectively auditable?

The SYBASE system supports three security-relevant roles: User, System
Administrator (SA), and System Security Officer (SSO). SA and SSO are allowed
to invoke special commands.

The following events are always audited.

All logon/logoff attempts. (Users must log onto the DBMS server
after logging onto the host OS)

All server boot-up events

All commands performed at the "trusted I/F (special terminals and -

software). This includes all special SA commands and User TI.
commands like grant and revoke, which have been removed from
SQL

Any (system) "integrity violation" such as the arrival of SQL grant
and revoke commands into the execution domain, any query plan
errors, domain enforcement errors, any detected corruption of data,
etc.

All attempts to violate DAC restrictions on secondary objects (tables
and databases).

Any atempted operation, other than a select or a reference in a
where clause, that affects the security labeL Only the SSO is
allowed to alter labels, and this is only allowed via a write-down
procedure.

All acceses to individual databases, or individual tables may be audited selectively.
Auditing options (defaults) for accesses to future objects may be established in
advakce. For each database, audit can be turned on or off according to the following
criteria.

For each table, either non-select operations. select operations, or both
may be audited. This appears to mean that one audit record is stored
for each reference to a specified table, regardless of the number of
row references implied.
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To obtain greater detail each reference to any row in a specified
table can be audited. auditing can be enabled for either non-select
or select operations or both. In this case, the row ID (RID) of each
referenced row is stored in the audit log. (Under some
circumstances, RIDs may be replaced; therefore a RID does not
uniquely identify a row.) In addition, it is possible to specify a
MAC level threshold at or above which all row accesses are to be
audited.

Audit can be turned on or off on a per-user basis, as well.

Access to individual tables by specified users can be audited, or row-
level access by specified users can be audited.

Each keystroke (actually, each SQL packet arriving at the DBMS)
from specified users can be captured in the audit log. Presumably,
the keystrokes contain the text of all queries.

2. For each of the above, what information can be captured about the event?

The audit trail is a relation consisting of the following attributes (some may have
blank values):

- security label (every relation has this attribute) always set to system
high. Note that the user's session level is stored as a differet
attribute (below).

- query number (Several entries may be generated for a single query;
this field is used to tic them together.)

- time stamp
- login nme

session level
transaction ID

- type of operation (select, insem delete, create....)
OCC , 1/atrilure

- SSO comsole essage number (sequence number)
- database identifi
- object identifier (table, view, stored procedure)

securi* lab" of table
RID (or blank)
secuz label of row

3. What special privileges ame required for access to the audit control mechanism
and the audit log? Is the log single-level or multi-level?

Only the SSO can access the audit control switches and the audit log. The audit log
is stored system high.
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4. What is the relationship between the DBMS audit log and the DBMS
rollback-recovery journal? Between the DBMS audit log and the O.S. audit
log? Are each of these separate? Can they be correlated easily?

Each of these is separate, but they have been designed specifically to be correlatable.
RIDs and transaction IDs may be found in both the rollback log and the audit trail.
Normally only the database owner (DBO) has the privilege needed to rollback a
database, though he can reassign this privilege to another person. The DBO can
dump the rollback log to a tape, but the tape must be mounted and dismounted by
the operator. It is possible for the tape to be classified higher than the authorization
level of the DBO. The SA and SSO are assumed to be cleared to system high.
Because of separation of duty, it may be necessary that the DBO, SA, and SSO work
together to "reconstruct a crime" using the rollback log and the audit trail.

Keystroke information might be of greater value than capturing and analyzing RIDs
of retrieved entries and attempting to correlate them with the rollback log.

5. What automated tools are provided for analysis of the audit log? What
additional tools would be useful?

The audit trail is an ordinary database relation. The intended analysis tools are the-
query language and other database facilities provided for the general user population.
excluding those for modification. However, since some of these facilities in the B2
system under development (e.g., the query language parser/compiler) are unmuisted,
the auditor cannot fully trust the results of a query on the audit trail. SYBASE also
provides a hardcopy audit log, so that (in theory) an auditor could cross-check the
results of an audit query against a trustworthy representation of the audit trail.

6. In what way could automated intrusion detection techniques be usefully
integrated with the auditing mechanism or off-line audit analysis tools?

Anyone can easily write an application that runs off sysaudit. Transact SQL or SQL
toole can be used.

7. What reports and technical papers have you encountered that discuss these
questions?

None.

8. What constitutes a failed access attempt? Could (does) the TDBMS detect
attempts to access data beyond the authorization of the subject? How might
such atepts be represented in the audit log such that they could be detected
by an off-line analysis tool?

There are three cases. Attempts to reference tables or databases in ways that violate
DAC constraints are always audited. Attempts to violate MAC on databases and
tables are audited as failed attempts, although the user receives an indicator that the
object doesn't exist. Attempts to retrieve rows that are beyond "the MAC
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authorization of the session are NOT audited as a failed attempts, and simply do not
appear in the user's response.

9. What constitutes an event "that may be used in the exploitation of covert
storage channels" (TCSEC)? How might these be represented in the audit
log?

- Use of locks?
- Delete down operations?
- Inference and aggregation attacks?
- Probing by means of integrity constraints?

This is under study as part of the covert channel analysis for the B2 target system.
TRW and SYBASE may have more information in a month or so. Incidently. the
granularity of locks for mutual exclusion is that there is one lock per 2KB page.

10. Are there any capabilities for automatically alerting the security officer that

an attack might be underway?

No.

11. Given that audit capture is typically selectable, what is a recommended
default (or minimum) set of information that should be captured?

At present there are no recommended defaults beyond those events that are always
audited (not selectable).

12. How does the audit information capturable from an interactive user differ
from that capturable from an applications program? How does the use of
pre-compiled queries affect the audit trail?

Use of precompiled queries "stored procedures4 and views DOES affect the keystroke
audit data and could potentially be used to disguise actions from an auditor. This
would require the auditor to examine the table and row level audit data in addition
to the keystroke daa.

Neither use of views, nor use of pre-compiled queries, has any effect on the other
forms of infomation captured in the audit trail.

13. Can MAC and DAC constraints be associated with metadata? Are all
muxdam accesses, both explicit and implicit, auditable?

It appears that both MAC and DAC constraints can be applied to metadata. Direct
access= to metadata are auditable, but indirect accesses are not.

Other Notes and Ouestions
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Operations attempted during transactions are auditable regardless of whether the
transaction is committed or not. However, the beginning and failure or successful
completion of a t-ansaction will not appear as events in the audit log, except that
keystroke audit data may reveal use of explicit SQL statements to start or stop
transactions.

Changes in DAC constraints take place on the next query execution. That is, there
is minimal delay in binding,

The rationale for features chosen was based on the development team's own intuition
and experience and was not driven by specific guidance from customers, or
government agencies.

The SYBASE B2 version of TCB consists of two domains - execution and 1/0. All
B2 auditing is hanaled by the execution domain becaue it deals with higher level
semantics and can capture more meaningful audit information. Within the execution
domain, audit info is captured at a number of different stages of processing. Audit
data is forwarded to an audit logger process via a mailbox (buffer).
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System Summary: SYBASE Secure SQL Server

L Status

The targeted BI version of the SYBASE Secure SQL Server database management
software will be shipped in December, 1989. SYBASE is also working on the
development of a B2 version of the Secure SQL Server.

IL Architecture

The B I version is secure running either on an untruste4 OS or a trusted OS. and can
be ported to a secure UNIX OS or another trusted OS, such as SEVMS. The SQL
Server enforces its own security policy, providing mandatory and discretionary access
controls, identification and authentication, and auditing. The operating system is used
primarily for disk management. The B2 version eliminates the need for a secure
operating system and will run on bare hardware.

I Security Policy

The objects known to the TCB are rows, tables and databases. Subjects are users
and processes.

Rows are subject to mandatory access controL Each row is an independent security
object and has a security label stored as part of the row. Tables and databases are
labeled at creation time with the login security level of the user. The definition for
each table and database is stored in system tables. Each row defining the table or
database is labeled at the security of the object. This provides the effect that users
will be unaware of the existence of any tables or databases they are not authorized
to see. The label of the row in the sysobjects system table serves as a minimum
access level for the table or database. Therefore, users granted discretionary access
to a table or database must be logged in at or above the level at which that object
was created in order to know that the object and its attributes exist.

Databases and tables ae subject to both discretionary and mandatory access controls.
For each database, users can be granted permission to use the database or to create
tables in it. To access a database or table, the user's login security level must
dominate the level of the database or table.

The security policy allows a user to modify rows that are labeled at the user's login
security level. If the row is labeled below the user's login security level, the existing
row is changed and a new, modified row is inserted that has the user's login security
level as its label (polyinstantiation) Additionally, a user is not allowed to delete a
row unless the user's security level exactly matches the label of the data. SYBASE
does provide a relaxation property which when turned on. turns polyistantiation off
and allows user's to "delete down".

All inserted rows are labeled at the user's login security level.
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A user may retrieve rows at or below his or her login sf :urity level. Changes in
DAC constraints take place on the next query executio-. That is, there is minimal
delay in binding.

To provide additional integrity protection against hardware and software failurs, an
algebraic computation (cyclic redundancy check) is performed on each page and
stored in the page header.

IV. Auditing

See survey.

V. Other Topics of Interest

I. Trusted Interface

There are three Trusted Interfaces in the Secure SQL Server, all connected to the
TCB by trusted paths. They are:

System Security Officer Trust-d Interface, used only by SSO's and where all
SSO-specific functions are performed.

User Trusted Interface, where System Administrators perform many of their
functions, object owners manage discretionary access permissions (grant and
revoke), and all users change their passwords.

Tape Console Trusted Interface, which provides a simple interface for
dumping to and loading from tapes.

In addition, the Audit Trail is a trusted path. It is usually a printing terminal, to
which all audit messages are sent.

2. Daxa low

In the B2 Sc'ae SOL Server, each SQL query is passed over the network to the
unmzsta d DBMS code where it is parsed and compiled into a query plan. The query
plan is passed from the untrusted code into the TCB where a copy of it is made so
that it cannot be further altered by the uutrusted code. The TCB then performs
procedure validation and access control mediation (MAC and DAC) on the database
being used and on any tables accessed. When data is written to a page, that page's
CRC is updated. Wten data is retrieved firom a page, the page CRC is checked and
MAC checks are performed on any row retrieved. The query is executed, and
appropriately labeled rows are returned to the host. Row security labels returned to
the host are advisory.
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Security Officer Ouestionnaire

The objective of this questionnaire is to gather information about current usefulness
of audit trails.

1. What information does the Security Officer receive in an audit trail?

Several different audit trails are available for review by the Security
Administration (SA) or EDP Auditor. These include operator activity, system
access, security adminisation activity logs and application recovery logs (TWf).

What type of system (ie., operating system, database...)?

The type of systems running was not elaborated upon, but it appears that they
are using both database audit trails and operating system audit trails depending
upon the application being used.

2. How is this information used?

Audit trails are examined to determine that only authorized programs are running,.
that only authorized users are accessing programs in an appropriate manner to try
to find unauthorized accesses and users; and for verifying compliance with policy
and procedures.

3. Is the information gathered adequate to meet the required needs?

No. The audit records were too operationally oriented. While the data is
available, it is in many different formats and is therefore not user friendly as it
requires a significant amount of technical support or expertise to consolidate or
extract information.

If not, what information would be adequate?

The caputr of arepn activity imag in addition to before and after records in
the TMF log could prove helpful as an investigative tool

She would also like to be able to better protect the audit trail from disclosure.

4. Are tools used in reviewing the audit trail?

Tools are available for reviewing audit tails but they are cumbersome, require
technical knowledge of the. "process" which generated it, and are of limited
benefit.

If so, how useful are the tools?

They are somewhat useful
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What kind of tool would be useful?

A tool that maintains the integrity and security of audit trail information when
downloading it to some other medium. She is concerned with, at a minimum,
maintaining the integrity of the audit trail because the dump can be fouled and
the auditor must be able to trust the audit trail. A tool report writing/analysis
mechanism that non-technical users can utilize effectively.

5. What is the purpose for auditing?

They audit to ensure the integrity of the operating environment is maintained.
EDP Auditors examine the general environment (technical, operational and
administrative) as well as the application environment. General controls are
established to maintain the general environment. The general controls must be
reliable so that the application programs can be mated. An application may be
very well controlled but if the general controls ar corrupt. then none of the
information from the application program or recovery actions performed by the
application program can be trusted. General control require characteristics such
as good policies and procedures, and segregation of duties. Tandem examines
the general controls on a regular basis looking at the following items:

1) compliance with policy and procedures,
2) physical environment.
3) the integrity of the code,
4) the segregation of duties,
5) determining what programs are running when (correct tine),
6) ensuring only authorized programs running,
7) ensuring only authorized users accesng programs in an appropriate

manner, and
8) examining automated tools.

Applications logs(TMF) are used for recovery. They will need before and after
images. Recoverability is critical to an auditor. Application reviews must occur
periodically, especilly when the application is programmable, to ascertain that
the security policy has not been compromised. The application could even
determine how long specific tapes should be kept. An application that lets more
than two people on the same terminal or allows someone to perform an action
such as raising one's own security clearance is suspect.

Is audifing useful or necessary? Yes.

6. When is the audit trail reviewed?

System level and security log reviews should be ongoing daily at a minimum.

Application logs should be reviewed daily for integrity. The frequency of
contents review and is dependent on the security and sensitivity of the
application itself.
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DBMS Audit Questionnaire

The objective of this questionnaire is to gather information about current practice and
to collect suggestions to support the development of MLS DBMS auditing
requirements.

I. What DBMS events are auditable? Which of these are selectively auditable?

All user-initiated events are auditable. That is. logon. logoff, and each
statement submitted by a user. Logon and logoff are always audited while
other events are selectively audited. The selection criteria can be used name,
object name, label of objects and statement type executed or any combination
of these four. Audit entries can be selectively generated either on denials only
or on all events meeting the specified criteria.

2. For each of the above, what information can be captured about the event?

The same basic data is captured for all events. It includes:

Event date and time
Logon date and time
User _ternal and external identifiers - name and account
Intermi identifier for session under which user is logged on
Source of logon for the session
Label of the session
Result of DAC or MAC execution, ie., denial or success
Frequency or count of events during session
Object access - includes database, table, and column names
Name of object's owner
Label of object accessed
Statement type executed

Optionally the complete text of the statement submitted (DAC only).
Obviously, if it is a logon of logoff there is no object information.

3. What special privileges or clearances are required for access to the audit
control mechanism and the audit log? Is the log single level or multi-level?

Specification of audit criteria is reserved to the Super User in the system. The
Super User can grant privilege for audit specification to other users. Granting
that privilege is an anditable eveUt. Access to the audit log is reserved to the
Super User in the system. The Super User can grant access to the log to other
users. Granting such access is an auditable event. Each audit entry contains
the label of the subject ad object for which the event was audited. However.
from a system standpoint, the labels in the audit entries are data not labels.
From a system standpoint and MAC, the entries are single level.
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4. What is the reiationship between the DBMS audit log and the DBMS
rollback-recovery journal? Between the DBMS audit log and the OS audit log?
Are each of these separate? Can they be correlated easily?

There is no relationship between the audit log and recovery journals other than
both are created from the same event. There is no relationship between the
DBMS audit log and the OS audit log. The DBMS audit log and recovery
journal are separate. The DBMS and OS logs are separate. If the OS log
contains date, time, and user identity then it should be possible to coordinate
entries on the two logs. The DBMS recovery journal contains session
identifiers so it should be possible to coordinate entries. However, since audit
entries are optional by user and access type for an object while recovery entries
are not, coordinating them may not make sense. Additionally, a recovery
journal is not directly user accessible. They can use it for recovery, but cannot
access individual entries as they are internally formatted for faster recovery.

5. What automated tools are provided for analysis of the audit log? What
additional tools would be useful?

Access to the audit log is done through the normal DBMS functions. There
are no special tools provided. Tf the functions of the DBMS are rich enough-
for application use they should suffice for audit entry access.

6. In what way could automated intuusion detection techniques be usefully
integrated with the auditing mechanism or off-line audit analysis tools?

The language for audit criteria could be extended to define some action for the
DBMS to take when some identifiable event occurs. The DBMS now simply
generates an audit entry. The action could be to log off the offending user,
send a message to a mailbox. ex. The circumstances under which this action
was to be taken would have to be fairly simple. The DBMS doesn't have any
Al capabilities.

7. What constitutes a failed access attempt? Could (does) the TDBMS detect
attempts to access dama beyond the authorization of the subject? How might
such attempts be represented in the audit log such that they could be detected
by an off-line analysis tool?

A failed access attempt is a violation of the system implemented DAC or MAC
policy. The DBMS does include authorizations for access by subject to an
object for specific actions. Each audit entry contains a field indication whether
the entry was generated for a failed or successful event.

8. What constitutes an event "that may be used in the exploitation of covert
storage channels" (TCSEC)7 How might these be represented in the audit log?

Being a novice at security, I don't understand these questions. Rather than

give misleading answers, I will abstain completely.
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9. Are there any capabilities for automaticaily alerting the security officer that an
attack might be underway?

The DBMS does not contain such a facility. See 6 above.

10. Given that audit capture is typically selectable, what is a recommended default
(or minimum) set of information that should be captured?

Since the level of auditing really depends on the data controlled by the DBMS
and the application of that data, we- do not suggest any minimum auditing of
object accesses. We always generate audit entries for logons and logoffs. If
I were to recommend further minimum levels, I would obviously start with
auditing those events that control the security aspects of the system; e.g.,
granting and revoking access privileges, creating new users, changing user
passwords, etc.

11. How does the audit information capturable from an interactive user differ from
that capturable from an applications program? How does the use of
pre-compiled queries affect the audit trail?

There is no difference in auditing of interactive or batch users. Auditing is by
user name, object, etc., not how the user interacts with the DBMS. The use
of precomplied queries does not change audit functions. It does complicate
their implementation. We apply the security policy to all queries no matter
whether they are precomplied or not. If a complied query is 'saved' we
maintain structures with that compilation that are then modified based on the
user executing the saved compilation to cause application of the policy based
on the circumstances at the time of execution not at the time of compilation.

12. Can MAC and DAC constraints be associated with metadata? Are all metadata
accesses, both implicit and explicit, auditable?

MAC and DAC constraints can be associated with metadata. Audit generation
is selectable by object, user, and action. Metadata entries are identifiable
objects, therefore acces to the entries and auditing of those accesses can be
specified. Since write access to these entries is a byproduct of some other user
action, the list of events that can be specified for metadata objects is different
than the events for user created objects. Read access to metadata entries can
be controlled like any user created objects. Metadata entries are deemed to be
'owned' by the Super User in the system. That user controls access to
metadam entrie.

13. What reports and technical papers have you encountered that discuss these
questions?

None, although I haven't really looked.
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DBMS Audit Ouestionnaire

The objective of this questionnaire is to gather information about current research and
practice, and to collect suggestions to support the development of MLS DBMS
auditing requirements.

1. What DBMS events are auditable?

Open table, user login, and all sso functions.

Which of these are selectively auditable?

Successful open table function. The failed table opens, user login and all sso
functions are always being audited.

2. For each of the above, what information can be captured about the event?

Open table: user name, user security level, success or failure, table name, reading or-
writing to table, table owner name.

Sso functions:

reclassify: sso name, sso security level, success or failure, reclassified table name,
new security level for the table's tuples, tuple qualification clause.

aql quely. sso naux, :, accuriy level, ,ccess o, aiILzc, the aql s t :mint.

add user. sso name, sso security level, success or failure, user name added.

delete user. sso name, sso security level, success or failure, user name deleted.

list users: so name, 3so security level, success or failure.

list all audited results by user. so name, sso security level success or failure, user
name.

list all audited results by event: sso name, so security level, success or failure, event
type-
list all audited results by table: sso name, sso security level, success or failure, table

name.

list all audited results: sso name, sso security level, success or failure.

set audit option (turn on or off): so name, sso security level, success or failure, on
or off.
When turned off, only successful table opens are turned off, all others are still on.
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sso error (sso tried to do something not supported by sso server): sso name, sso
security level, what sso tried to do.

3. What special privileges or clearances are required for access to the audit
control mechanism and the audit log?

Sso is the only one who can rum on/off audit control

He can do so at any security leveL The audit log is created by the DBMS kernel,
upon DBMS start-up, at system high. Only the system high sso can read the audit
log.

Is the log single level or multi-level?

Single. System high.

4. What is the relationship between the DBMS audit log and the DBMS
rollback-recovery journal?

Don't know. ASD's recovery feature was not implemented yet. This issue has never
been discussed.

Between the DBMS audit log and the OS audit 10g?

DBMS' audit log is a system high file on the os. Don't know about the os audit
log. ASOS doesn't know about the DBMS audit log yet. The DBMS never thought
about the os audit log, and never worries about the os audit log when it's auditing.
So, probably no relationship for now.

Are each of these separate?

Yes.

Can they be correlated easily?

Don't know. Never discussed this with ASOS.

5. What automated tools are provided for analysis of the audit log?

A graphic sso interface for sso to list the audited results with options. E.g., by user,
by table, by event, etc.

What addiional tools would be useful?

Turn on/off audit events by event type.

6. In what way could automated intrusion detection techniques be usefully
integrated with the auditing mechanism or off-line audit analysis tools?
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Don't know. Never thought about this.

I. What reports and technical papers have you encountered that discuss these
questions? (This should have been the last question, but was left as question
7 for consistency with earlier versions of the questionnaire.)

Henry - none. Tom -? Cristi -7 Amy -7

8. What constitutes a failed access attempt?

Open table: invalid table name, discretionary access to table denied.

User login: anonymous user.

Could (does) the TDBMS detect attempts to access data beyond the authorization of
the subject?

Of course, Bell-Lapadula is in effect here - can't read up, can't write down. Plus,
discretionary control on each table for eacb authorized table user.

How might such attempts be represented in the audit log such that they could be
detected by an off-line analysis tool?

Audit log entries for these events would be with status FAILED. So the tool can
scan the audit log file for this status.

9. What constitutes an event "that may be used in the exploitation of covert
storage channels" (TCSEc)7

How might these be represented in the audit log?

Need to answer the above question before answering this one.

10. Are there may capabflities fbr automatically alerting the security officer that
an attack might be underway?

No, not right now.

11. Given that audit capture is typically selectable, what is a recommended
default (or minimum) set of information that should be captured?

As of now, the DBMS only provided option to select audit of successful table opens
on or off, it doesn't allow a subset of events not to be audited (or audited). But, the
minimum set of info is what the DBMS has now -user login, open tabie, sso
functions.
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12. How does the audit information capturable from an interactive user differ
from that capturable from an applications program?

No difference, an applications program still needs to log into the DBMS as an user,
and do all DBMS queries on behalf to an user.

How does the use of pre-compiled queries affect the audit trail?

13. Can MAC anct DAC constraints be associated with metadata?

Yes for MAC. Yes for DAC and not sure of affect a user with no access.

Are all metadata accesses, both implicit and explicit, auditable?

14. At what stages in the processing of a query (parsing. compilation,
optnmization, execution, etc.) can audit capture occur?

It can occur any where, but in our case, it's in execution, which is in the DBMS
kernel

To what extent is the choice of capture points constrained by the DBMS architecture?

For our case, capture points can be any where as long as they are in the DBMS
kernel, because the audit log is a system high file on the os, and the DBMS kernel
is the only misted process in the DBMS architecture.

How does the choice of capture points affect the credibility and usefulness of the
audit trail?

15. What audit information a captured for transactions that are never committed?

Not captured in our case.

Is it possible for a user to evade auditing by aborting transactions that include
suspicious access attempts?

No, not in our case.

16. With respect to on-going sessions, when do changes in DAC constraints and
view definitions take effect?

77??
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If a significant delay is possible, how is the dme-of-effect reflected or inferable from
the audit log?

?,?

17. Other interesting issues, ideas, suggestions?
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Date of Meeting: June 19, 1989

Point of Contact: Cathy McColum (UNYSIS)
LouAnna Notargiacoma (formally of UNYSIS)

Questionnaire Author Trusted Information System, Inc.

System Summary Author. Trusted Information System, Inc.

Reference:

1. Secure Disributed Database Management System (SDDBMS), Final Report,
Volume 1: Architecture Security Policy/Formal Model DTLS, UNISYS tor
Rome Air Development Center, Contract No. F30602-87-C-0154, February 15,
1989.
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DBMS Audit Questionnaire

The objective of this questionnaire is to gather information about current practice and
to collect suggestions to support the development of MLS DBMS auditing
requirements.

1. What DBMS events are auditable? Which of these are selectively auditable?

The SD-DBM system provides for three different auditor roles: the DBA or database
administrator/owner, the SSO or System Security Officer, and the Auditor. Each role
is responsible for auditing one of three disjoint sets of auditable actions. For
instance the DBA audits user actions performed upon his/her respective database,
while the SSO audits the actions of the DBAs, such as creating a database. Finally
the Auditor audits the actions of the SSO. Specifics on the events audited by each
role can be found in the DTLS; copies of these pages are attached.

A condition clause in the audit statement indicates when an action should be audited

(sucess failure/always).

All audit events are selectively audited.

2. For each of the above, what information can be captured about the event?

The information collected for a given event was not yet specified. It had not been
considered whether it made sense to capture the text of queries.

3. What special privileges or clearances are required for access to the audit
control mechaism and the audit log? Is the log single level or multi-level?

Three audit files are created and stored at different levels. The audit trail created by
the DBA is stored at the high water mark of the database. Note that the user
performing issuing ths audit satement must be an authorized DBA and the owner
of the database. The audit trails created by the SSO and Auditor ae both stored at
syshigh.

4. What is the relationship between the DBMS audit log and the DBMS
rolbsk-recovery journal? Between the DBMS audit log and the OS audit
log? Are each of these separate? Can they be correlated easily?

These issues have not been investigated.

5. What automated tools are provided for analysis of the audit log? What
additional tools would be useful?

None at this time.
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6. In what way could automated intrusion detection techniques be usefully
integrated with the auditing mechanism or off-line audit analysis tools?

N/A

7. What reports and technical papers have you encountered that discuss these
questions

None.

8. What constitutes a failed access attempt? Could (does) the TDBMS detect
attempts to access data beyond the authorization of the subject? How might
such attempts be represented in the audit log such that they could be detected
by an off-line analysis tool?

A failed query is a query that does not pass the validation portion of the system
because the user is unable to see the resultant view. It is not even passed to the
respective database. A suggestion was made that it might be useful to set bounds
indicating the number of failed accesses that equal a potential security violation.
Once this threshold is reached an audit record would be generated.

9. What constitutes an event "that may be used in the exploitation of covert
storage channels" (TCSEC)? How might these be represented in the audit
log?

Use of locks
Delete down operations
Inference and aggregation attacks
Probing by means of integrity constraints

This had not been explored from an auditing standpoint.

10. Are there any capabilities for automatically alerting the security officer that
an attack might be underway?

None at this tme.

11. Given that audit capture is typically selectable, what is a recommended
default (or minimum) set of information that should be captured?

This had not been considered yet.

12. How does the audit information capturable from an interactive user differ
from that capatrable from an applications program? How does the use of
pre-compiled queries affect the audit trail?

Ad hoc queries from an interactive user look the same as an application program.
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13. Can MAC and DAC constaints be associated with metadata? Are all
metadata accesses, both implicit and explicit, auditable?

All metadata is separated into single level files. The OS mediates access to these
files and may audit these accesses.
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System Summary, Secure Distributed DBMS

L Status

This effort was a research project to build a prototype of a Distributed DBMS. The
prototype was built and there has been no further work performed.

IL Architecture

Unisys's secure distributed DBMS (SD-DBMS) architecture consists of three types
of components: user programs, data manager, and back-end DBMS (one untrusted
DBMS per security level supported).

a. A User program is a user interface or application program permitted to issue
queries against a multi-level database. User programs can be musted (ie.,
multilevel) or untrusted (ie., single level). Trusted user programs are
permitted to issue queries at multiple security levels and receive multi-level
results.

b. The Data Manager is a trusted component that performs reference monitor
functions for SD-DBMS.

c. The Back-end DBMS are untrusted single-level relational DBMS used to
store and process portions of the multi-level database. The SD-DBMS stores
multi-level relations by horizontally partitioning them into single-level
fragments, which are then stored under appropriate back-end DBMS.

I Security Policy

The subjects are user programs. The objects are tuples in multilevel relations, user
queries, access views, and schemes

The SD-DBMS uses access views as a mechanism to enforce discretionary access
control. An access view is a virtual relation derived from base relations. Subjects
are not permitted to directly access base relations. All access to base relations must
go through access views.

Mandatory security in SD-DBMS is the association of access classes with the
individual tuples in base relations (ie., the lowest level objects in the system).
Subjects can access these tuples through operations on access views defined on base
relations.

IV. Auditing

The SD-DBMS provides for three different auditor roles: the DBA or data
administrator/owner, the SSO or System Security Officer, and the Auditor. Each role
is responsible for auditing one of three disjoint sets of auditable actions. For instance
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the DBA audits actions performed upon his/her respective database, while the SSO
audits the actions of the DBAs, such as creating a database. Finally the Auditor
audits the actions of the SSO.

V. Other Topics of Interest

When a user creates a multi-level relation, the system creates a set of single-level
fragments in which to store the relations. To reieve data from a multi-level
database, subjects (User Programs) submit queries to the Data Manager. The Data
Manager decomposes each query into a sequence of subqueries that operate on single-
level fragments. Once a query is decomposed into subqueries, each of the subqueries
is executed on the back-end DBMS having the same security class as its resulL
Since queries executed on the high DBMS often require access to low data, the SD-
DBMS supports the transmission of data from the low to the high DBMS. To assure
that no data flows in the opposite direction, all such tnisfers are constrained to go
through the reference monitor.
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XEROX

Product: N/A

Dae of Meeting- August 8, 1989

Points of Contact: David Goldhirsch
Upen "Sharma" Chai ravarthy

Meeting Notes Author Trusted Information System, Inc.

Questionnaire Author. N/A

System Summary Author N/A

Reference: N/A

NOTE: Since the researchers at Xerox had not specifically investigated auditing in
database systems, the meeting described by this write-up took the form of an
informal discussion rather than an interview structured to follow the survey,
questionnaire. As a result, this write-up consists of informal meeting notes,
and does not follow the format used for the other write-ups.
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HiPAC: A research effort to investigate use of event triggers for integrity violations,
data arrival (sensor updates), creation of derived data (corporate snapshots)
and view consistency. Used an extensible research DBMS called "Probe" as
basis for experiments.

Could probably use trigger mechanism for audit data capture, however, investigating
auditing was not part of Xerox's reseach.

Issue: If audit trail (relation) is huge, queries on it will take forever unless its
storage is optimized for certain types of retrievaL Optimization for retrieve
involves definition and maintenance of secondary/tertiary indices; maintenance
of these is likely to degrade performance during audit capture.

Issue: What happens to audit records of a complex transaction fails (is backed out)?
Are the audit records kept and followed by an indication that the transaction
failed? (probably) Or are the audit records purged?

Rules/Triggers:

An Example: At the end of each buy or sell transaction, the stock portfolio manager
must have a positive account balance. (During the transaction, the balance may
temporarily be les than $0.00.) If this rule is violated, some specified action
(possibly another transaction) will be triggered.

Financial and accounting organizations are very concerned with thresholds, and might
only want to collect audit data when certain thresholds are reached; for example,
audit all checks written for amounts over $IOO (Note: It may be useful to call this
"value-based auditing". This type of capture appears to be potentially more selective
than that suggested by other research or development groups.)

Rules may be transacuons that "range over" (are triggered by) not only changes in
the application's data, but changes or values in the "transaction manager's" control
info including the lock tables, transaction IDs, process ID, etc. Mary Schaefer's
example of falsifying a credit rating database by modifying an alias table provides
another example: the alias table can be considered as control info that might need to
be referenced in a set of audit rules.

Dave Goldhirsch has researhed use of "cascadable" rule mechanism and concluded
that its use has the potential to cause difficult problems. (The action triggered by
one rule causes other rules to be triggered.) He believes that cascading rules must
be defined "gingerly," great caution is required to avoid undesirable or unintentional
rule interactions.

Potentially, rule-based audit capture could be more selective, reducing chances of
being overrun by useless audit data. The potential cost is the execution overhead to
check the rule base for applicable rules at the start and/or end of each transaction.
The overhead depends on the complexity and interdependence of rules. Sharma
proposed using a rule-based mechanism to figure out exactly what audit data is of
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interest, then replacing it by a different, less-flexible mechanism, such as a fixed set
of on/off switches, to increase the efficiency of capture. Or, it may be useful to
have a hybrid approach providing a fixed set of switches for commonly needed data
and a rule based mechanism for auditing based on a few more complex patterns of
interesting behavior.

If rules can reference concurrency locks, one might be able to use them to capture
only the lock usage that fits specific patterns indicative of possible exploitation of
covert channels. (This assumes that such patterns can be identified.) Since locks
are manipulated extensively in most multi-user and distributed databases, a simple
on/off switch to record lock usage would probably generate an overwhelming amount
of data! Perhaps this is a good example of how a rule could be used to zero in on
only very specific usage patterns.

Transaction log -
Typically snapshots are saved, but not the log of what happened in between; typically
the log is only used to keep track of what happened since the last snapshot. Once
a new snapshot is established, the log is purged and started over. However, there
are several counter-examples in which, for legal or other reasons, the log must be
kept over a long period of time (airline reservation system, W. German privacy laws).
Snapshots are "consistency firewalls," capturing the state of the DB at an instant-
when the DB is temporarily in a consistent state.

Sharma recommended looking for a single, minimal representation that includes both
the transaction recovery log and the security audit trail. Note that this idea seems
to be expressed in one of Sushil JaJodia's recent proposals.

Papers/sources on this subject Intrusion detection and inference/aggregaion work
from SRI, Denning, Morgenstern.

Possible covert channels include all shared system-related data and metadata including
integrity constraints, system-internal data smctures, locks, etc.

Regarding the Denning "tracker problem" (inference/aggregation) - To detect attacks
of this nature, a history of QUERIES must be maintained. Implication is that the
audit mechanism must capure, or be able to reconstruct, the query text.

Suggestion for audit analysis tools :

Supplemen relational query capability with an inferencing mechanism.

To support analysis of inference attacks, use inference mechanism
to figure out what an attacker might be able to infer.

To support complex analyses like "Who might have seen the false
positive aids test result for John Doe?" Note that there are many
possible paths via views, counts, sums, interacting transactions,
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etc., that may have revealed directly, indirectly, or propagated
John's false positive test result.

Another suggestion:

To detect inference/aggregation attacks, define views (derived data) that
represent info that can be inferred. Then compare user queries to the
derived data view. Overlap indicates data that the user could have inferred
from his/her queries. A recent paper from Hinke discusses this general
topic.
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